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ABSTRACT

Modern CPU typically adopts multi-privilege level architectures and restrict inter-
rupts to be handled only by more privileged programs. Traditional driver designs require
that access to hardware and handling of interrupts be placed in the OS kernel (which runs
at higher privilege), while user programs with lower privilege level access peripherals in-
directly through system calls and other means. With the rapid development of bandwidth
of network, storage and other I/O devices in recent years, the switching overhead across the
privilege level boundary has gradually become a bottleneck for application performances,
so industry and academia have researched several solutions that access to peripheral di-
rectly, bypassing kernel. But such solutions are limited by the aforementioned privilege
level architecture thus cannot use interrupts, and usually only use polling to access periph-
erals and cooperative task scheduling. This can lead to problems such as higher processor
utilization and load imbalance.

In this paper, we design the hardware behavior specification and system software
adaptation scheme for user-state interrupts from the perspective of software and hardware
co-optimization, and develop a prototype platform and hardware drivers based on user-
mode interrupts. The specific work can be demonstrated as the following parts.

* Refining RISC-V’s user-mode interrupt extensions and specifying the register and
instruction behavior required for user-mode interrupts; extending the context con-
cept from existing PLIC designs to user mode to directing interrupts raised from
device into user space.

* Developing hardware prototypes on the QEMU simulator and FPGA platform for
agile verification of the correctness of the specification design and software platform
implementation, and for estimating the performance of user-mode interrupts on real
hardware processors.

* Implementing support for user-mode interrupts based on the rCore operating sys-
tem, allowing multiple user programs running in parallel and utilizing the user-mode
interrupt mechanism non-interferingly.

* Developing traditional interrupt-based, kernel-mode, and user-mode interrupt- and

polling-based device drivers running in the user space, and test their performance

II



in terms of throughput, latency, and processor utilization on a hardware prototype

platform, verified the effectiveness of the system design.

Keywords: user-mode interrupt; operating system; device driver
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M, P AT DU B M & AR R Y AR 5] —uio B viio b, AN ATHE
HEZ2E], PCL, DMA SRR BRI 44 H P 23|, Wit EEEdREmes L XR TN
¥, TEBR TR DI DAN N AZ R AR A A RE AU s, e MR RE I 465 8 FH B4R
B T & EF (Data Plane Development Kit, DPDK)! 1= MEBETE it 7 RO E 0%
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ARVFHA PR B M-RFEES K7 g, EIEREHE s SRR RZ A
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1.1.1  IEIFAVEEINR

AR, A AL 318 5 R FH 2 R AR T, FR AR AN 1 RE 7 177 [A] — 2o ¢
WEF TR NEXEEHITRNIES, DIEERANZ 2SS REME, W x86 2444
A Ring0 £ Ring3™ | Arm-A $894X5> 7 ELO 2| EL3D! | ifii RISC-V 65 4E#1
7 14 4% CPU BRI PRSI A28 (Machine), Y5 (Supervisor), I (User)
X= R, M SHEERIRIEL, WRETE RISC-V & ML AR,
M & FHHES X CPU B2 HING S BABEF WIRIERFIBITTIIR, U
SN PR IB TR AR

FELH TR EREE A L, M SEFRAZHIMEZS BRG], GEERY
B RIANTE, FRIEE mstatus MPRV BA; S SFEF A DUEIT satp 177 Azl
TR TR E L, BE VG EAGBTERE M | U SEFER
IBATEERME 2 B A, 52 TURNRAE M AL AR, B ICAI [AAHERR satp T 17
AR,

E5IN T ERME, AMEHITEANLSRIRAESS [ BRIt S EINE 4%, W
x86 ZEFHI MY & (Virtual Machine Extension, VMX) J#— 2|93 7 Root FlI
Non-Root (7!, RISC-V AN T HS, VS, VU R 0 | ASRSE fHiTIe
IXEANA,

1.1.2 RISC-V 5< &89l (FBN) HlE!

RISC-V K& A (trap) 73 NFRIFHIFEHE (exception) FIFHAIHUT (interrupt),
SR BIEPITAE, TARBNEERKIR T8 IMIKIER, aiish, SMRSE, Tl
TP NANERFT, IR, BRI, 2B xEL XTI xSI (x MR, TE) ;
X=FEE MR NEARRFEGS, KM SRR S 2SR
W AZR— ik, 5 2HNEZ, FEEARRNE NRSHER, EARERT
FHAT, MPUTHRFIECN RGNS ER), TTREE R SX 70,

FRIKTEY (SERERT Bk I xstatus.xIE fF1 xie ZF 2 ae= i, BT S ATRAER THY
LR ERE, 5 v DL SRR R RE IR Dl frACFRARITTE xip FF 7 de
RN AR 1o AR status, ie, ip B 77 an 2 N HH R s R AR A 17 2 28,
RN @R T A B B R TR E R, BT, WS A
M SRR AT LUEIT 1R sie. STIE K EFHk S ASHUN#rhltyr, {H S ZSI2RF AR
I3 BB mie. MTIE A72RE200 M S #HERRTIAIT R, X R RN R 12 4t
AT B B M A AT
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(B ytvec FFEARHIE) B xepc H, AT xret 152, BIAIHEAZMFFA AT KT
SOSEEY RS N

N TR ESFWAE IR, RISC-V 24 TIAZFENS], VB AERICRY
RALEE, N AIEHIZF RS A xideleg Al xedeleg o =RV B A RBERFELA K
R N T ELTFERMRERIEN, TEERNR N RECANS, B RIR AR
A HEATAC PR, 41 mideleg FF MTI, MEI MSI RUMHRAZIE R 0, REERHL, Mk
mideleg. STI &4 1 MK S AU FHIZFESS S O, B mip.STIP==1 ,
M SN AW R T,

1.1.3 SRRV BEFE

TEN R RERSFFAH. DI TR A BB, FETHt
F SRR NAZAT A, AR 5E Al e N FHR[E] (RIREZ S —FEFH)) AP =S
A, X—IRAFRE TRXR Y, TEUHRAER I, W FZ R RERIKE
WA, UHikisst, BUChEEtHZ 7 er. DR EIREE AL RS — 2R
BHE, TEFF8 T NIzt =S [BIB% B (Kernel Pagetable Isolation, KPTI) 574 Y AIAZ HA,
MREYHR IR, XEBRINRUN BRI, mACHE 2R 280 E A 22 7
TLB AR, 7 MR RS R PERE N AR AR IR AT [ 55, Zeyu
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BH, BRI ARZA T CPU B, R4 N =T cPU B
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1.2.2 x86 IEXTERAFSPFEAE (UINTR)

Intel 7€ 2021 £F 5 AR Intel 5RAUGIHREIY FIINT x86 F& L
HPASHWEITE, 7E 2022 H2 & HY Sapphire Rapids RAIALEEES P 4L TR FSE
Mo TEREMFZEAS 1, FRr s B A P S EESS, MRS AES — TR P E
%, WEERINTILE, AT Intel £ Linux WAZAHSEEL T P ASESS 2 A FR AL
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ESE, TEIER AL — ME R R T,

x86 FHIH A FRITUE SO ZRM AT A, ATPATE CPL=3 [ 64 (&R
BB IRIFRATIO I, AFEBCEERIRS, ARTH A HRnNEd— 6 AZRTHE -
FRTRIR X 7y, TEAZEFWIN R R b B — 1 UIRET (FHFAWnRE) 5
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KERAY UPID A, {ERZWE|— M EET S, AFRESRARYE UPID A AR IR
A PSRBT, XIS FERR 9 AR,

KRGV AT DUE T2 A0 A b & B - rh s R e, B P i
R TE ST — 458164 SENDUIPL, I FH AR A] DA X 5545 < s A B s 1A
P (P S IPT ), $A1T SENDUIPL {51, AbHEES<ARIEF - Fhl HARSR (User
Interrupt Target Table, UITT) HINZ, FEMMN UPID H&fm— N P AR, R E—
S P A,
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#F 1.1 UINTRMHFREE X

45 v ik

UIRR Uintr Request Register RSN — ML &, HAY 1
FoRX NN AR P A H
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UINV Uintr Notification Vector 1R Bl FH 7 7 H 7 A0 35 7 A 7
s

UPIDADDR UPID Address UPID HJ A7 HiHE

UITTADDR UITT Address UITT B AAEHEE

UITTSZ UITT Size UITT Y RITE &

1.2.2.1 UINTR B2 54018

Y UIRR # 0 NFRRERFCFER A PN, A EEH UIRR BT 0E =il
RACPEARHY UINTR IRARAR. M08 AN RN, CHZRst K PRI E+5 S
L5 E:
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FA P78 R W 4% 328 B A0 e AR T 35 38 A b, B2 K AL FE S8 M TPAUSE
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R RSP X FFE 16 Fia 5, H ST EEN AT R Rl gEfilg T 5, (R
IXLEFRH > B RSP 2K E FISCATHE, 1FIXERE =4 T — MEH EXT (14
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EISL IR
RRZSHER
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UIHANDLER

st RES:

GP(0)B%E

iHEERSP
iRk mtE

v

LETFXERK
(RSP, RFLAGS,
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end-branch
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iSPRARERtRIC
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BLsEZIUIHANDLER

ITFIR(E
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1.2.2.2 UINTR 1@

P&l A 2 F & FRE CPU LRI THVRAE A P A ITE R BN E
HIH PSR AR IR (UPID) HYIEHE, ¥ & FREER A R] PAF A T AR IETE IS
ITHZ B IR RR R R — D m A, IZHP WK ER PSP d@ AL, UPID WYZHE
NANER 1.2 FiRo

#12 UPID EX

Al AFR IR

0 FFALFHIEH] (ON) FIZN BN R PIR B — D EL N
FHAY UINTR JEH]

1 HIHIE R (SN) AL ENIRT, R ENZEIA TR A WA~
4 UINTR @]

15:2 g TBHITFE 2 RIS IX LT SENDUIPT 23R X 4k
~h 0

23:16 JEHIMAE i1 SENDUIPI &

31:24 T TBANT RS A IIX L7 SENDUIPT 25K X £k
KA 0

63:32 JEHIH#FR (NDST) HrAYI¥E APIC ID, H SENDUIPI i/, 7

XAPIC #R R, % 47:40 £} 8 i APIC ID;
£ x2APIC 3\, %89 32 {iZ APIC ID

127:64 RAGHIHRWTIESKR (PIR) ZEBN—MimE, RFEAN 1 #rEH
N4 5 I PP S HIRTIA 5K

AN IRAR IR — NS IE PN, EeS A ETE T UINTR JEA,
HANEFREN TR
1. MR APIC ZREUH MM &GRS V ;
2. BV =UINV , WZhlrE UINTR @H, #H1T7 F—%; SURZHk N
FRIT, JEE AT RSART (IDT) #H TR, IRBIE AR
3. REFRESMEIFIE APIC RUFRITZE TR (EOD) FEaE A 0, X2 R APIC HH
BV SRR, SAJEEEA UINTR JEHIPI IR,
UINTR JEHIAFERIE (RS UINTR A S RCHEREMEX ) R:
1. ZEAFERIE R TR EEFR UPID FREISA B AR ;
2. ALFRESKE UPID AR PIR BiEH, FIREESME N0, ZIEREZET
Y

=



3. AbEEEREE PIR H08 1 BYAZFE UIRR A BN 1, R UINTR HJIRF]
i el
IR RN R, BHEE 1 PRS2 D RITT R N AR T 2R
UINTR JEAIIRBIFAERRAZANE 1.2 Fivs,

CPUEILRI
B

MAPICiEEY
HERSV

HifRSEE A
RBRSHENENRS
(V==UINV)

EiEh TR
(IDT)

5EOI, &lRAPICH
HSHVRIhER

v

iBERUPIDEY
BHIEFAL (ON)

v

18UPID.PIReR 1Y IBIEAPICHRE
ISAUIRR, HALE
ZUPID.PIR

ITFR(E

K 1.2 UINTR EHIAJIR B 5403
1.2.2.3 UINTR B9%i=

AT DB SENDUIPI #5902 IXESAZH H P AW, 52— 135 1E
aENERERL, FFes N UITT &I (UITTE) BY MR, &% UITTE &5 16 N7,
NER 1.3 Fir.

SENDUIPI 5§ % B2 HIT—RIIGEMERE, W0 Mr2ZE&(E UITTSZ {5
M. UITTE 2&EE4, UITTE f1 B4R UPID BARENM 2SN 0 %, RESRIEH
FR UPID [ ON F1 SN A7 H|Wr 275 & 17 UINTR JEXI, H¥4 HAR UPID H PIR XK



#13 UITTE EX

LV 4 ik

0 \Y EEE LN

7:1 g WNGIH 0

15:8 uv RIEWH P AW RS

63:16 i
127:64 UPIDADDR H#R UPID RIZM bl X552 64 a0 R

NE 1, HFERM UINTR @A, WARHEHER UPID /) NDST A1 UITTE #H
UV, @it APIC Kfi— D EERA W, SENDUIPI {85 FRARLE 1.3 AR,

1.2.2.4 UINTR ER#ZHHNER

Intel 7€ Linux ARHSZEE T AT UINTR (3R & A R4 IR P 245
WTHIN RN ERE, BDSAEREHIGE R PFEIMNIA — uintr_receiver
< A uintr_sender %*@, A& N EEW T 453 UPID s & & NI IETT4E
UITT . HAMETEANZFIMANT — LIRS, W0 vintr_upid_ctx
uintr_receiver_info 5, FTI05% UPID MLAEMERRE,

UINTR FYFZICRN & 325 75 BB 3 22 it SR a0 V8 A m NAZEA T i, 2005 T
AIDARIG— D uintr_fd, MARXT NIFTEZERBOZSAFRARRY, AN RIRIE —
N uipi_index, FI{E SENDUIPI {5 XIS,

TEWAZIEAT AR VI LN, R S5 R upp. sn EAAREE G 52RY
UINTR @A, K8 ARIESSHY viep.NpsT BEHT, FFIEER upip. s 8 @A,
AN i &2 S A A EERH P AT, nE NG AR GE— TIP1 K4 UINTR
A,

WIAZIE Fe VE P AR P 18I R gt A B st S 15 P AR, SEET i B
XN £5AE UPID HUIERIA &, RIS HELE, XA AR ISR R IR S
FRITEN, IR R BORAIONEIE T AN PIRZACER,  PIAZ I AT DABEES = B4
FERCHUZRAE,



SENDUIPI #reg

REXNEES
(reg<UITTSZ)

N
PEEIRRIRESSE > GP(O)R%E

v Y

{EBIRUPIDFRE(
HRBPEHRERS

TR
(UPID.ON=UPID.SN=0)
{EABRUPIDAY JHIEAPICHRE
BEISSHIAPIC ID
y.-3¢3 o

1.3 SENDUIPI {if2



1.3 EXEWRH

RE BN THFRHIE SR TR, BEE 7 AN R TIE
FISCELER; 5 BRI 7 AN AR, AT Fas g SR, Fhlrzdbl
fr. WAITHUNHFPER; S=818 7 ARSI R, R FariE
HM ARG, SBUERTR TR S SR, UERT T A S0R
TR IERESR T, BAEXN TIERMATRES, N TSR —&A
RZAL, R RS TAERTRERIILIL TT A,
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F2E ZHmigit
2.1 FEHBNIESITHANTE

ARIH BT RISC-V B N R, &y e 7 —2H P ST
R astie <, Bz RIOVESR, AREETHARTEN, HZGpistiiss
M. AWERZERA TS, (FNEESE T ERIEM,

2.1.1 FAPFPWKREEFESS (ustatus)

#F 2.1 ustatus FHEEN

(A= (i FE

UXLEN-1:5! UXLEN-5 WPRI2

4 1 UPIE

3:1 3 WPRI

0 1 UIE

! UXLEN {5 f P SRS IS 3 748 (CSR) A%, TEARTLAE
Hd F EUE Y 64

> WPRI {5 IZ FBRATREN AR TN, AR IZFBRRCRE “ 5 A
RE, BZEUZHE” (Reserved Writes Preserve Values, Reads Ignore
Values) FIACFE 77 SCARR LR AT FIAME, 1XJE RISC-V FiigdE
RIE R — B2 7E
ustatus & UXLEN U KAV T FfEas, ICRMZHIEFLARE (Hard-
ware Thread, HART) TR TAERAS, HASTUE AR 2.1 FoR. AP S ERE
A7 UIE NEI, FPSHEISER. N1 PSR AR R AR 1E, UIB
FRHEEH P SRR ERN 5 EHI2] UPIE, H UIE BN,
UIE ] UPIE /2 mstatus Al sstatus ZifzasHA RN AV E,
BEA PSR PR R B BTRYRFIER A AT RER FH P A, AT AR Z UPP i,
6% URET AT MAH S AIRSHIR[E]l, URET ¥ UPIE £iil[[ UIE, AR5
¥ UPIE B, &5% uepc #WZE pc, £ UPIE/UIE &35 &AL UPIE &N
TIE A, DAERE R BARE R RIEE IR,



#+£22 utvec FFEEENX

Rz A7 FER

UXLEN-1:2 UXLEN-2 BASE
1:0 2 MODE

# 23 utvec MODE FEEE N

B &K Hid

0 Hik HIUEMBEAKN pc 722 1#1% 9 BASE
1 A& BASE + 4 * cause
> - Re

21.2 BAFPBABEEEINFEFS (utvec)

utvec & UXLEN AR E Z /7y, B ARRNRE, ffEnsE
#ik: (BASE) MI[A &%\ (MODE) FE¢, HA&AE R 2.2 FrR, HEFEBE X
23,

utvec 1 BASE 5 WARL U 2B}, 0] DATE ik (a1 X004 1 Sl ik sy Pt
b, HUHETRZERTTE 4 77, AR AR AT REE BN FFAT R &1

21.3 FAPPFFEE (uip 5 uie)

uip Ml uie 25 UXLEN U AIEE FiFds, HP uip FEEFOIERH
Wi R, uie FMEMENAITWIEEREN,, —FHFERE ANE 2.4 AR

RISC-V FARZEM E ST = Fhrplbr: B AApbr, ISFeh e rRn st i, A
AR E I B Y AT LAZN uip VR SERRAL (USIP) SRS, 18
FAZAL AT ATB BRI R R T, 24 uie HHAY USIE AZER, AP SERAH W
WEEH,

ABI N YR I — e HARRE AR LA R IR S i TP, X RAR B AR
FIEFEAE uip FFEERAY USIP i,

Bk T USIP, uip HRYEMALAEH SRR IR,

AR uip FEAFH UTIP A EN, K7~ — DR EEAY A A ST
4 uie FfEesHY UTIE M EZN, HFSNFHWREEH, ABI MIZZ S

O WARL 8GRI DA “B5 NTE(E, BHATEE” (Write Any Values, Reads Legal Values), 5 WPRI Z8{8L, X
72 RISC-V FREHFTERIN CSR AY—HMZ)5E,
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#24 uip5 uie FFESENX

(AL (VA7) uip ¥ uie ¥
UXLEN-1:9 UXLEN-9 WPRI WPRI
8 1 UEIP UEIE
7:5 3 WPRI WPRI
4 1 UTIP UTIE
3:1 3 WPRI WPRI
0 1 USIP USIE

BRASFAF A R e = A B LA o

AR wip FEAHFH UBIP AEN, K= —MEO R SN H T
Y uie FfEARHY UEIE MBI, FHFSIMBARMREEH, ABI MIZfZ AL
W, IR B RGO 2 1R NS A b SR ERT AT LA

uip Ml uie HFEHE mip Ml mie FHFaslI T, X uipuie (BT
HIRERE B A, BRSFEROVN mipmie BIMEN FELAVIREGES A, WRAR
ST SHEX, uip M uie FEdthE sip Ml mie FiEAHI T,

2.1.4 RIZSBANEZEEFEFS (sedeleg 5 sideleq)

RN S BUACTEERE, ] DASEEUHSZ YIRS A 74 sedeleg
sideleg, WEHEPAIACRRERI MRS HE B SBALCHEEFAE, X
W FFAe SN VSRS AZIET FE (medeleg M mideleg) fifmtHFL
HECEWEZAES S SRR AN M A ZAIFH), HRMHEARE 0, B
HEZHES S SHIBBAA RIREMETES U

H—PMEABERES — MIRBRAIER u N, ucause FEZFWNE AFERH
HIRERA; uepc FHEMEE ANREEHRITE SR ERMIIL; utval FHESHEE A
— NS EEIE, mstatus A UPIE FERMEE A\[EH& £ UIE FEEAIME;
mstatus B UIE FE#HES, mcause/scause fll mepc/sepc FFfras A
mstatus ) MPP 1 MPIE FEX A S A,

— DN EER LA BE R E M RAEA oy —, stEil, Efn] DAZEE
HIBANEB LS FFA R T, — DN LM LB IEFE RN AN FE, XFF
AR B SN RV ES 1, AFEEME medeleg / sedeleg B
mideleg/sideleqg HHIE, BEEMWLES LF 1,



ASER PR AR AN RN H AE FCRAFIE N, 41 ECall from S/H/M-

mode

215 HRFR&SEFEESS (uscratch)

uscratch FfEeE—1 UXLEN i H P &SRR /5 F 7 es. BEIZH
el SRR — a5, iz fam— MEASAEN 589 LI, JFEAE
HEAH FASEE SO BR BT IS R R A a2 e =5 A e
2.1.6 HARRERERITESE (uepc)

uepc s& UXLEN VA5 FiFes. &IKNL (uepc[0]) TENE, IRIKAL
(uepc [1]) MBI S5 75 KM E,

uepc /& WARL ZFf7ds, WREFIERTE A BB, (BT EREl 7
i p A Rl RERY LRI L, SEE AT DASE R — Se Rk stk i ity Ho A E i 5
uepco

HFEATER P AR, #hraldblz 58 rfe SR B RIIE S AN uepc
, BRIEZAN uepc KIEASHEAHSLINE A, (HA]REHRZ T ZE A,

2.1.7 RAFBANREZFESS (ucause)

#F 2.5 ucause FESMENX

AL A EAS
UXLEN-1 1 =N
=

UXLEN-2:0 UXLEN-1

"WLRL 5 1ZF BN “B5 BN EEME
(Write/Read Only Legal Values),
ucause & UXLEN (KI5 FfFan, HigzUE WK 2.5 R, SEARYR
R 2.6 . UBBAATERFASMEER, MEBARNEFRSHE N ucause, R
25 ucause KIEASHHAFSLINE N, (HAlREERF RS Ao
2.1.8 FFMBNEFEFS (utval)
utval & UXLEN VR IE F e, UM ATER P SAAEER, fkERH
FXRIERRBWE AN utval DIEBHEEACIEIE A, BRILZAM utval KIEAS
WREESCENE A, ERIRERAA AT N, B FefscieRE ik ERE
A utval, PANBFERESTEREE A0,

SH %S (WLRL)!
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2 2.6 ucause TEBAHW 2 EIIHE

BENTE RERS  f#E

—

SO O O O O O O o o o o o o o o o o o o<

0
1-3
4

F P SR A e

g

PRSI s

g

PR ZSHNER R T

g

IR =X Cd]

e HIHEARN 5

TRV RIEH IR

EEIES

W7 5

INES AR 57

I TIAIEE IR

TEAE/R T PR EHIIE AR 57
TEE/R T PIAF IR E VT R EE R
EREASZSE T

g

52 DU IR

TN T IR

i
A/ SR T 1R DU IR
g

B &

g

HE &

Y




MRECEWT L, SR — R IR AR I AR T/ TR R U R
WEERN, SEEIRNERDHBEEE N utval o YIEERESHEESERN, HN
F841RT XLEN B¢ ILEN A GEME N utval . NTHMPEE, utval HEN
0, EAKRMFRERTREERTE X utval NIKE,

2.1.9 BAFPESPENREIES (URET)

%27 URET {21

A fuse ¥ BE

31:20 12 functl2 URET

19:15 5 rsl 0

14:12 3 funct3 PRIV
11:7 5 rd 0

6:0 7 opcode SYSTEM

URET ¥ pc % BN uepc, ¥ ustatus.UIE X BN ustatus.UPIE , MIfITRE H T
HIFPIRES, HIESmIBWIER 2.7 FiR.

2.2 HAFPASHERLIRSIE
2.2.1 R~

5 M S 2R, AW WEEAH KT (Software Interrupt), S #FH T (Timer
Interrupt) FISMEEHR KT (External Interrupt), 75 S UL, =28H W& 104 xSI., XTI, xEI,
Hrh x R,

AR wip UXIP (X ZRFRMTRIE) BN 1, BEAAIZ B wip I, 1
ANFWTHY AR, BEefEIX W R G WSS S, B sideleg T 788
XN RIAL RGN 1 SR A E, &P SRR F W e 24 v E, Bl ustatus. UIE
AN HIPNE, BREIZFWESHEERE, Bl vie. UXIE 2G4 1; WERE
NE, NP SRR,

FEENZE, LRFFESH, uie uip N mie mip BT, BILE=FN{EHT
Fi& B9 xip xie, 1T ustatus {Y UIE #1 UPIE 5 mstatus FHHIFHE AR, BR LA
W= A RmAR R B AT T, SEPRSEE R — A AR, HE A EHI T
5k, AT LA 2 R Y

17



222 RBRENFE

WS SRR, R sedeleg FIE SN N AIA RGN 1, HNENE
ANA P SRE A FERE,

f£ RISC-V A, Al R E R RSR—, FNHETHIARBEEE, £
BB Bl g R W T HEIR,
2.2.3 RS ENIE

£ LIRR A AR, ACHRAR T IR T — S At 3 :

1% & ustatus.UPIE A ustatus.UIE F{E, FF & ustatus.UIE 4 0

o FRAEHWRIFIZE ucause

o %8 vepc NRAEFMEFHE AT pc

o IRABEFWERIEIZE utval

o R4 utvec B A AT S AR AL, BhEE 218 BiF P RT b HEAR 7
R AR i R B R AR E B R SRS

o x1-x31 A FFS WREETUOEEF P ASEHIIEE T FeE, Al

BEREAIKE)
« ustatus (A]BEFE EAE X ustatus LABTTHREH )
* uepc (AJRERR ZiEHMEXGHE—H ik S B F W/ FH)

2.3 SMERFRERS e kR HIZS (PLIC)

ANER A BT = 22 TR S AMEAH SRR KT, RISC-V ZRAGRYALEEES 2
B PR HIES (Platform Level Interrupt Controller, PLIC) >R & H¥(&E#/D Y xEIP
B85, VPSR IRBIRIACEE L &E E Z A IMEH T, PLIC UK SMER RS
=, WRIEREFEERNIIcS. BUEF BN SCRN, FEHE N AR A2 Ll ShER
Wr, FEFPFRZM PLIC B MMIO ZF 7 ga it — DI B R R AT I MR TR(E B

mip. MEIP (i X F2 42 H i, HAEH PLIC 5 AR, mip.SEIP A[i%5, M
SRR DEIZALE 1, TS 4 S SIMEH I IZ A BER PLIC fHNHES
wrael s RE, —EHTE— 1 B4 T, csrr. csrrs #l esrre 8 1E1Z A0
AT RREE R, BT AT UL RISC-V REREMTEXS M7 0133 sip.SEIP (X
S ASHEF) BRI, XTHFASHEIH xip. UEIP L A] AR TSI AT SR &4

B A1 PLIC #1717 2 1024 > (SMR) FRMTIEFD 15872 BEFMT R



No sideleg sedeleg
( EAER EAER
Yes
ustatus.UIE
=EEEFEE
uie.UxIE
ZHRET R AR
\4 A4 A4 \4
BARIZSLE IR AR AP HEANPIZSAL
R alvissly LalvEse R

2.1

\ )
v

TN PRI
uepc = pc
pc = utvec
ucause = cause
ustatus.UPIE = ustatus.UIE
ustatus.UIE = 0

P
plsEdEEd

uret IRE

pc = uepc
ustatus.UIE = ustatus.UPIE
ustatus.UPIE = 1
R = U

RN SN Gs it

19



X, BNHWIEREZAIECE 23 M, B8E E NXELAEE 232 fivl /e
B, EHE LI, B alaz i E &l 4 fEhRe.

PLIC WY& S50 T :

o TR TSR E S

o fERE LI, ZHWTRHUERE;

o ZHRWTIR AL SE R = T % L S SIS R BIE

IR RS, PLIC STEREFLARF il SN A b, B4R gm= 5
WrHYRF AN TR SRR TR E
2.3.1 PLIC L FX

B ER R R E AR T, REEREASAR ERVRPE RN, 103 CPU i
=ANEFEAER N AT UGB T RRFAX . (M AT S ), ARABEAETE/SNE PLIC L
TS (FEFAIE LR il & MR AR B AN T . TE1X N, Al ARk 2.8
77 2N bR SO#E TSR

#28 uip5 uie FHfERENX

MEfFERE R B S

0 M 0
0 S 1
1 M 2
1 S 3
2 M 4
2 S 5

WHEANHWIERT S E R 0. 1 F15 BRWfilk &8, B84 PLIC 2TEMEFL
2 0 LRI MEIP #11 SEIP B VAR, TERELFLZRAE 2 ¥ SEIP B NERL TEhE
PRERFE 1 b, ZA R RS g SNSRI,

2.3.2 HFMENS5ERk

PLIC HEE F T EE—IHL/ 52/ (claim/complete) & 17 v, F2F SLEUIZ
T e, PLIC 2IRENZ E R XH AR . FHESE N EW R H IR
s (ZPWrIREESEA AT DU T BN SCEE), ERRIZTITRIERA, 2R
FOZ P WIRR R A E 5. B AIXFERE TS A—"F W= UK PLIC

20



ZRITAC SRR, A5 R AR TR R L BRSO ERE, W) PLIC fRRRAE R AY Bk,
&N ZBBEAIRE Ao

PLIC X T/ ZE sl F F eI E 2 “TLicle” B9, B AR S5 IEHY
G5 A] AR, AR — R BTIRAE DB RS ftiaE, Al DAESS — 1 B RS2
BOZrhit R E S, 1258 =D B N2 Oz W R B k.

2.3.3 PLIC HAERPEHKT B

PLIC I EARER S N T RFS, AFNEDMEALER U RSN
—E L%, ¥ PLIC HV KIS S5 xip. UEIP A AHIZERIA],

B BRI / FERLF et 5 4KB I FXTF, MR DR U 7S
XN bR SR hE R e A I F P AR R R s (R, XA POEAE AT DAE R SR A
BY / SERCERIE; FRWTIRAC SR AN R RE AL B Bt 2 18] B2 24 A H A7 IRl RT 42

TN BUHERER G RSB SRR T E A E H, HEZH
FEIRIE MMIIIRRENS [E #1317,

2.4 BERZEANZNAPSHIEERE
2.4.1 RBRPSHIES MR PERBYITEL

RISC-V FFNIAE L ZEMTEH CEME THLIERS (M) FINRZAS (S) HyHRT
e, AR ZFZRINEFE, RN, FREE, RITARS (U)
HRTES, RATE—ERE LSRR TIERN S SHEMLE], I8 Ml S ZRPIER
BT SFIU b, DUREFEEN R ZErg B — Bk,

RS T M, SFIU, HXESHHT BHNARSK L, £M S THEE
HAE—Esh#s (8EFRA SEE, SBD), HRIEEZN. &4 SBI VEHAFIGLIEE 7
FRITIN A HATRRS; 72 S RIBITHHRE — PN, —i#70 RS ARSI R RETE
SEFRER FPUTHRINE],; X MR R R B B A — N a AR E R,

M U SIBTRIEE A Z PR, DARE 977 25000 5 A ER R A
17 NTRFREMS, X@EEAAMIMRAE, KARDRE —EREEENET
PATH OB N ik, B TR0 hlly, HoRIEEFTOEAIBR A P EEIRES,
[EERIREIEAEIB T, ATEAERNG R, M NIRE R A, AR RR I E
A CAEZRANT, RIS 28R IR AR B A AR R A A b, sEAk T 6 A
F 2 2 HP TS T I ) A% O TR R

21



242 APASHHKETX

TR BIRER, FBAHEE T “RPASHR RIS RS, P ASHRT
N EES W EFes. IR A AR E AR T IC %, SRR DTS, PR T
METHE AP SFW B, IE N —HEN E I, MWMHREZZ., 2R
NG, R AW TR AR UEFIE1T,
2421 HEICR

£ RISC-V #7EH, HITHYEEFET xcause T f7esH, HIEZHEINET,
BATEFTZN FWEEITX 70, AR ESHITERERE. MR MON B A9 IME SRS
%, BANTEAZHIMANT UserTrapRecord Z5FAARSLINIX — HbR:

#[repr(C)]
#[derive (Copy, Clone)]
pub struct UserTrapRecord {
pub cause: usize,
pub message: usize,

}

cause FIFEHINAIEAR S xcause ZFFastrfr—2, WX F UTI A cause=4 , Xt
T UEI A cause=8 . X T USI, HTE 5 A GHIETFEIEA message , Tl PRIFIHAE
1 PID % A cause H, FR{ERY xcause 59 0-15, A7 4 £, #FA1% cause=PID«4

o

2422 HHETEAX

SRR R B TR AFERARR, (528 T RE ™ A2 AR 7R AL B R IR,
SN R AR PRI SR8 7 NZHERR A PRI R X, RRIZOEAR A IR A B s A T I
BATACEL, N 7RO EARE ], FATR PRI N — D AL
HISERERINAF L, AR/INA 4KB, FEWNZA{OCRIZ IR E TS, e - ik
22 A 2 DU [ 72 O REAALALE

FEIX— T EFAIE 7 — DB, BRHTRERLEFH IS, N
FRER AR R RV BREEE A E X, XARTC TR AR OE PR A B A I A FE IR
VI IAZ G X R ETE R B 52 4 Al

2.4.3 IMEHHRIEH

PARZR DS PR F IR 7RI Rl, DA IR /E PLIC 26 /H
H, DAEEHRREE TN B TECE, rCore-N FRIEREYIHLEAAAZM
. EELETHRR, REIMARZEY]

22




2. URREIFE S LR
3. VAR ERIERE N — g
4. VIRENZHE F T, REHE1T

R A 77 g AU R A AT TR DATE 4 ARG TE DA 55 B R g Rrg e, Bl
%Effé%ﬁUﬁﬁHﬁ, Lne,tdp,uepc,anec,un&ﬂ,ucausejfiﬁ\%?f?ggfgﬁif?Eié”t%l:, %
B R — A LI TR IR,

SRR I, N THAIFNE ML, EHRTEFLERN U 7S PLIC
B RHEEA iR RS A TSN, WA AT R LR S A
PLIC ERCHEH, SNEEHE, SRR EIBITH, RIMRIEREEFLER S
SENHEER, mRZIMRPEEUE A, WELREEFLERN U S BT E
H, SNEEH,

HIRIR N, NZIEABELIER U S LT SO 72 BOZ R 1B RY
BNIMERYRNT, RHEAE U S EIhEH, HES S EMHEH, Mg
WS R AR RS BRIZIME

AMESIREIAS (B TEEVISRSGEM) N, ARZBEBIZERER
ST ERS, BHRPDOR N, MR X R E &S A uscratch FF 17
23, FIREAL sip. USIP, IR[EIHF 7S,

< :
M| | ERp |
BARIIME RFAR EERSIERE
LT IND A TSRS T2
X HFEB
£
5 Auscratch BBRYIME REBHY
EfiIsip.USIP KB NBPZ Rl as
© SRET — PITEITK URET
¥ Xy RS
ehaEiFEant e

K22 HERETHAEH TR

23



2.4.4 HEELZFEN

TE RISC-V FAAXGHTE 013334 v M1 219 5 A2 2 Hh W7 7 2 8 3 A Lo ARt U
#% (Core-Local Interruptor, CLINT) Bz HFrfZ LHY mip.MSIP fi2, T S SHIEEIZER
TrRMTREIEY M SR, SUBHAR A REE R R ETHEH 2 (@0 ACLINTHS!
) BB, FATLE U SEERZER Wt S 288 & el H Akl gs e, xF
T S DKL, APHER DUEIT send_msg() R, M EFRHAERIE—2% usize
KNHIEE, WIERZERE N —&PUWNC RS N BRI mxX A4,

< :
% EBNITR [ PREBNIT
SRET
& 552
® el =k
#HiEB
SPNG L
X
| e
B
#
s
RIEES

2.3 PRZE R AR RR

XTI P, RISC-V FFAUEFTELAE , AR SR 4 M SR ER i, M S
XA AT DATE AR T ACBERR e A iR R I A 2l S 2 (BAZ mip.STIP H{ERR mie MTIE
)o 1E S ASHINZA, A DUNE MEAFSARGEST— DI ERBAA, ICRENHAR ZIF0
TERIRE (WZEIE D), A= RBINHAR 21 i 22 HE

WEER RN, REEHAN [EFIHAE PID 5 ARSI, T NI E R E R 2,
i 0 5 PID (SEFR_LFE rCore H 0 & PID Xf LY initproc, {HIZHENSILEEN
;BT EIFRIZIHR LA usize:MAX 8NNZ) o A1 KA ZIH T IAFIH E
BHFTERZ, N G&Eid SBIcall ) HHE A mtimecmp

PIRZFZ RN BNy, CRFPAE T REH, HIWrE &8T5, FF 55T mtimecmp,
IR NNZ, WEHITT — A AW, e @A aitte, EARESS; ARV h]
HAE, MIEAL sip. UTIP HIREIAH S OREVERE#H AP SRR ED ; AR
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Mo —iRE, MG —&KId5 (message WA NLHINED , T B R HHT
AP X A FFIR[A],

H#1 RISC-V 4L X E X T & S SR I e =T (RIS s 518
FFERIZE stimecmp FFFERFEE), ARKRBATHAT DORIHZE LA PSR, %
e P SH B, EXAEOLT, utimeemp F 17 a% A RETR ZAF IR
R ER S B N B B 4ES

W ERTTIELIELUE N 885, Al AR SR PSSR E AR, AR
o R R FH < D RE

< . URET
% EEHUTR [ SbFBATEPARIT PREFNIT
- . SRET
Efizsip.UTIP SRET
HIEA
X FH i A2 L3 R
§ timecmp T EiR AR
#HiEB
B\l
FFX
I“""""’“PEFE?E}EPZ
)
i
#
Rl

2.4 WEETACERAR

XEFANERWT, HATARERR Y BAE, R DRI ME LA L
17, HRZEERR A B RSN~ 2L Fr il e] LB PLIC #209 UBLAEH] P SAEHE, T
RGN NE R, FIZEREARIEBTT, W PLIC =774 SEL AW, WM
PLIC JUSMEGR S (UG PLIC R RBOZIMEHITRES, BRIkt
FERL), FIWTR X HAAZIE RN, B RNEE, MAHZHRX TS AN —5%
R SRIFIRIE], F AR Y R IR AL B R AT DAFE B 2 HY | R SCHRTE] PLIC $258
WISERE R, MEBR PLIC XA TR B B,
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- s /= - UEl MPLIC EEIMR URET g =
H| | TR | R e AT
A
: SRET
hEFBEREIAEREA
N . SEl | MPLIC o AN 0L = =TI
€ SEERHTE TR srEgE
A
=B S
SN
X
T hMERR
m
o
#
SRR *
HPLICRE =4 4Ng

SEIERUEI
& 2.5 AMERHBIACE AR

25 NAREREO
251 AR%IFEHA

FAE rCore-N FIIN 7 L DHHIRSTA A, BtAH F R 6 A P ST Wl
il

2.5.1.1 init_user_trap()

ZERGE A T IEA ORI M Z M X NFFE L, IR sstatus. UIE &
fii, FRZAAANRIZE xie. UXIE, HFEEN BTIREMN A UG HHW, &
TIEDANE, SOEECARAIZREE, WAKIEHKMOFRE -1,
2.5.1.2 send_msg(pid, msg)

ZARGUH R pid AT ERIERE RIS —2KTHE, HARIERBNNERIE -1, K
WMEIRTREIRAA . EARERERAIIA LRI X X ER, BiritE 2R A
FRWTE M ROERE AR, X —RGUAFHRIPE ST Linux FFRY signal(), {EEHT
PRI THE AR TRITE, WAl R AL B TR 8 72 22 B AR AT H ARt Az IR
o JGLEAIRER AN Linux (5 59 SHIFRA SR, PIRAEARH N —EE SR
HSMHIAL AL, 40 SIGKILL .
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2.5.1.3 set timer(time_us)

NHRRREE D time_us JERIHARE I 8%, FIHE 74— PSR,
SRR PR R X I IZ B R ZIAHZET alarm(), HBEREZE—IK
PR,

2.5.1.4 claim_ext_int(device_id)

¥ device_id XN ATIMZ FR T ECLE VA FHERR, AN AY PLIC &HEY/ 52 5037
TR AN ML RS 2 A - b2 A A (E AR ESER) o 8 i, JR[E]
MR AMS A EEE, 28 T RERY RIS KR 28, B4 R AR B FH Al (-1), Jh
bR R (-2), IMEIRESAETE (4), PMEMXORIIEME (-5), PLIC
S/ 5E K 2 17 A OB LT 2R (-6) 6

ZREBAARIER P B P RN YN, FrEFRERE N — 1M RGIHH
KL, KFIXNER o3 F—TT 29 T 5o VE P R B RS 2 st il 5D M s f
FIEREIGE O, IR T A P 52 MG Z BT SN A &2 Ak,
2.5.1.5 set_ext_int_enable(device_id, enable)

£ PLIC A5 FHBRZE IR L AMEAE S RITREAFERAZRY U 25 B R SCRYAIT, enable
>0 F&REH, BUAER, HEH, KFEINTEEEEFLIER S 28R LR erhEs
Rz, TR AEORE 0 o FHIZINSAR 2 Bea KRR NGRE -1, SMZHEN
ZEFRINIRIE] -2, PRI XORFIAA LR E] -5

2.5.2 APSHKTIERER

PR A] PSS utvee 7 ey, TG BE XHIHWAEERE AL, N T
JIERCIL, FRATIE rCore-N HYFH FIafTEFRIR At 7 — L2 E RS, ELHEBEHA
i, 2 RACHERERT =3l BRI B R

B ARD fE I gwdn S, R AT A IE A & 7 as F—BE 0 il CSR RYELRFAEH]
PRk, R ETCHIMIES N a0 Firds, HBMELRI2ROHEL, 2R0HRLH
SARYE ucause HIWFa AZERY, FONRFEPrRlT, IEREERAR N RO ER R 2, 500
HMERARNT, T PLIC G AR gw S, R2a5MER A B R %L, IR A5 PLIC 2
SRR BN, T AT g X A S B A AR rId SR, R RRIE D
SKHFHY cause HY{ELTE FHAF I HY A0 2 R %L

2 e AL B BRSO = 2R AR T A B PR RO A2 A T

‘#[linkage = "weak"]
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#[no_mangle]
pub fn user_trap_handler (cx: &mut UserTrapContext) —> &mut
< UserTrapContext {...}

#[linkage = "weak"]
#[no_mangle]
pub fn ext_intr_handler (irg: ulé, is_from_kernel: bool) {...}

#[linkage = "weak"]
#[no_mangle]
pub fn soft_intr_ handler (pid: usize, msg: usize) {...}

#[linkage = "weak"]
#[no_mangle]
pub fn timer_ intr_handler (time\_us: usize) {...}

XEE R 55 R bR, BB LEREE YRS SR EE, X
FEgmFE MBI nI AT Xl 2 9 R 2V P B R 2L, ARk & S, FE/ A
#[no_mangle] FRiC LABESE Rust 215 28 A BRI ECEE

253 RAFREFERAIRER

#[no_mangle]

pub fn main() -> i32 {
init_user_trap() ;
// MAZIREVF EIMLRVIEHIRY
claim_ext_int (device_id) ;
set_ext_int_enable (device_id, 1);

// BRI AR S

unsafe {
uie::set_usoft () ;
uie::set_utimer () ;
uie::set_uext () ;

// I ER

set_timer (time_us) ;
// EEMHIRRIEIK AT
send_msqg (pid, msg) ;

/) HIRE
0
}

#[no_mangle]
pub fn ext_intr_handler (irg: ul6é, is_from_kernel: bool) {...}

28




#[no_mangle]
pub fn soft_intr handler (pid: usize, msg: usize) {...}

#[no_mangle]
pub fn timer_intr_handler (time_us: usize) {...}

2.6 1RITEEIR

AT EEFWHRLYE T mAVIZH AR FERE N ¥ RERE S PLIC #vE, X
I RIE F2RF RISC-V FXIGRTEA T M A1 S SSHAAFRE T U A, Fian
S G X R sstatus, stvec, sip, sie 5217 a5l sret 62, TE PLIC AN N LT
X, T Intel #Y UINTR #Lil&H B UE T AR, HIFRKIS x86 415 1@ i
BURT P W IR T2 (Interrupt Descriptor Table, IDT)46-1 2275 A, 2 H R
L VT-d ¥ AT 10 BRULEIFRET & AR (Interrupt Posting) ALHI20P-12 52 A
TR AT S N TN, a0 = W & A A T — 44 0 & AT IR T
(Posted Interrupt Descriptor, PID)[209-3¢ f{ghis) 2 U5k 2.9 ffi/R. 5 UPID fUE
N (FR 1.2) Ak, SR ZEESEMDIRE LR, X—HEL0ZHH SR
BHEAT, Z2THPEFSIRERGHIRR, BUTZPELWLSE EVHIRR,

29 PIDENX

22 A 5N

255:0  RATHIFUETIER (PIR) IZEBOAN—PALAIE, WRFENN 1 TR M
Y REANC B s A 1R AL ER AT AR T SR

256 FEREFHIEHT (ON) FIZP B ER PIR FH — Nk 2 M
AMFEAY UINTR J@H]

257 FRTHIIEED (SN) A BN, RARENZIR T WA=
& UINTR J@4%0

271:258 TiHH B EHIXENE 0

279:272 JBEHIFE (NV) e @ L A Y A e &

287:280 TiH R FHIXEAIE 0

319:288 JEXAIHAR (NDST) HrA¥)¥E APIC ID, B SENDUIPI {§ ., 7+

XAPIC #5055 47:40 -4 8 i APIC ID;
£ x2APIC #X, ZIHCh 32 {2 APIC ID

511:320 7igg R FHIXEANE 0
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% —7J7MH, Intel HJ UINTR ML TCie 2 IR EY UPID 182 & XAk
(EFAY UITT 519, ST YHENES, XENEIHHE—ERE LA TSR
PERIY R, (B RTRER A RE IR AY & ZR AT S FR T AL B FR RV IETR . NI
JEZ Intel A HANEEZITA T RTEEN, X—RW N IZER] AR, 524
Xf, RISC-V 58280 ) HE A RITE BRI EAG A 80,  IRIHAR SO S 73X — X
M, RAERRE A P ST BTRTEAECH RS NAZES, TR AT REL R 7
AR AT BT 28
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BIE RHELWY
3.1 EiSES FPGA [BEIES

AT PEINRRA TR G S8, BATELET QEMU ERIEE 2 st T
M PSS, QEMU 22— MNlEH. JHRAVRSGUELIE:, BENSRIIC RS, ™
7. AMEIAT N, I NE R4S
o ININZF172% ustatus uip uie sideleg sedeleg uepc utvec ucause ut-val uscratch
o BNINAH FASHRITHYAA R 70 R &SP I _EIRAEFRERIE A FRITIRAS
o SZHY uret 55
o B2 PLIC DASZHE H FASHMNER A
o IRINZAN 16550 & ATt
i MU= R QEMU BEATHYFH 2 A5 i A9 ilSs SR & 3.1 Fror, Y user
soft A P SR T O BEAE 2 32 R user soft interrupt J5HIHFY{E R, user mode 1
PSR S R

3.1 QEMU Ay 2 H Wt

HF R A AR 72, QEMU HIBT THIFE AN RETR & s Bl Xsf 1o g 741
HIEIERE, NIEFRATIER T FPGA [REIE &, 1% F A5 TARE(L RISC-V I H 22
, {HFAY CPU #0:4 Rocket Core?® | TATIFE A EFINT N ¥ BB EF
7. IHNZHE. 89/ PLIC kRS, (EFHARMEARIEShRSAE LAY, XL
BN 241 AT DASE P AR 2 2 HARH A Rocket Core FYIH HH,,

FPGA Tl 2R R R ZCU102 FF&E MR 12 #5% ZyngqMP XCZU9EG 4b 3
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B R R RS (PS) MAgmiEZHE (PL) WEksr, AiEEEYD Arm
A53 #%0>, 1217 Linux R4, FAMERIX—H0RE R, & RISC-V #7789
TER G B 5hEs — HEHI S NE 2] DRAM B, EAIE3) RISC-V L, FEE&E L
FAISEHIfL T P9 Rocket Core, SZ4F RV64IMACN $54 %, MMU, CLINT #1 PLIC,
A% 100MHz, A 2MB HZ= 12 2771 2GB DRAM, LANEIMA T H 1
16550 & AT 5 RISC-V #73  B AN F SIKBIHITE R, FPGA BEAFF 5 HIZE
FUNE 3.2 Fir,

RISC-V Arm

<—>| DRAM |<—>
AXI uartlite AXI uartlite

AXI AXI
@ M ke 80 N = N P e A53 A53
B AXI 16550 AXI uartlite 4

g0 =]
> AXI 16550 7| AXI uartlite
UINTC PLIC |
L] =0 L]
> AXI 16550
|
B0
> AXI 16550

K 3.2 FPGA HH{-Z3H &

AS53 AS53

Y

T T 3
!

A

3.2 3ohes

BATET rustspi FEP SZE1 QEMU BLERAT FPGA | OS WIJE3h5 sbi B
AR5, £ QEMU ¥ & £, FMIE rustsbi-gemu HH (261 fELRE bS5 0F] T P FR Y
HEAFH (Physical Memory Protection, PMP) 1016 Th&E @ , DMENZAH PR R
lﬁlﬂﬁl\lxﬁ’\]imii o FRATSEIL T X 2B a05H: @, it 5 s @A wh 15

, Rtz 0 ISR RAE—MER A, E F— M ST AW EHRAZB B,
Jﬁ)\ sbi F1 os FIFIEAMIIHE, HAh, IEFRELLSshes ok H P SRR Z RS S
A (7 U SHZHEHANZTERD o

£ FPGA ‘1 & I, BREMNEZ A R AR TREEEshas IR, 72
SMEFEAEXS FF VIR 5. AR ST L2 fa il ds 15 < Vi I N7 itk 36 X 55 2ldE

® M SR AT PABLE pmpefg 1 pmpaddr Tf%%ﬂifgﬁﬂ: S 1 U A2 P I IR BUE BeRs & stk X A, A
rustsbi-gemu RAFEF VA sbi #0H OS AIERIMILEZSE], MIFRAT PLIC . B OFIREH
RN R,

@ FHTHRE rustsbi-gemu ELETHRF T SBIARMERITEAHEARIRASE ! (Hart State Management, HSM) &, A
F2Es), BERMFLARTERZYT BHATER2LH,
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R A FRIBF, G0 LW (Load Word, MPTEFHINEL 4 77 EIREIZF 788 H)
FEVIA T — NANGER 4 BEBRAVHIIE (40 0x80200003) , RISC-V FIYE 7L HE A 7E
BRI T I SR8, RN AR ST, SRR — RV EKEEN
VIR, ZEBINZP AT EEIEN I, NREMCPRZSEEL, BA TR
XTI 2 T B alae .

3.3 BRERZAN%

FA1HET rCore-Tutorial v3 271 SZE T FH PSR S35, K8 RSN rCore-
N, rCore-Tutorial {75 8%, MFA I FPGA [REISEEH 4 MOEEZ, HityE
Feim BN HIRIN AL F
3.3.1 ZiZBoRiE

GOHETSCATR, BEATEBSI B 0, 1E# 0 52K OS KESIAIH 3 914G
e, WA “MER” HRmZ, N1 05, fEHEA S G, 0S FHEA)
ELNFE, PLIC M ARV E SN, XEFIIE TAESER)E, 0 SAIEILEH sbi
REERRE T, [59 5h = MR IR S R Wk At I i, HAth iz e g fo AR R B
CAIBE LA g5 i AN MR S IRTaa R 7, 188 B R A R B B
H C.HY PLIC R,

T e FY PN AZ A GE A BRI R T

pub fn rust_main (hart_id: usize) —-> ! {
if hart_id == 0 {
// Rt % o0 el

// REEE %
for i in 1..CPU_NUM {
let mask: usize = 1 << 1i;
send_1ipi (&émask as *const _ as usize);
}
} else {
// Eftizsi
}
// FHRIETT
}

3.3.2 HIZFEE

H T SEIRAI e R 2 1 S Rl B I U5 R, FRARA 1 SRS Y
JIRe FTARIH - “stgdiE”, g NEEEEN B
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—/NH CEB TR ATE AL

pub struct TaskPool {
pub scheduler: TaskManager, // HEBIAERT!

}

struct ProcessorInner {
current: Option<Arc<TaskControlBlocks>>, // ZIZIFERHIE

WRZATE A 8 BUSTEE N TE FETEER, AW M == A1 2 A A B — i
FOTIRIBAT, GIREAEBHNGEN T —IRIEIA, XAE AT RE S BOAFEMEHITE
B TR, Srsrttbies, e et. 7 a&ixX —fmm, JATENBF
KNG B T — L AR R e 22 IR A A B

34



F4E a5 90
4.1 MRIFIE

TAF FH BIRE AR & B RS S EE T 43/ FPGA FF &R, EZERCEUT:
o BEfFEA: 4x Rocket Core @ 100MHz, 2MB L2 Cache, 128MB DRAM
o AM%: 2x AXI UART 16550 @ 6.25M baudrate
FBOREN 8 R, g, 1{Zik067, HIeHEHRN 625KB/s , it
RN 53 AR IIRFA] rCore-N PR, TIERIIR{LAE rCore-N M5 R T,
BHIINRZ Bagsvltafa N S &, NIFBERINE, TEM M BT
&2 BIARF, 53 A B O 2k EdE ;S AN TE U E — M B AY B S
HA U, #ATREERMNEE R, Wbl & A T 60 o, 2
RS A
rCore-N INEHIZTT rCore-N #HAER A, MIAFEFIEIT read/write RETEH 1T
7] S ASHYE XS, BB HEIRECE CON R k=S [ 72 F PSS T E. N e
FRBIINT, FHECERFRELN 10 Z2F, BTFHITE S5 UESHEE,

4.2 IRShEFIER M

MRS RANFER 4.1 For, “BBHE" 88 REEEE RN #E1T — IR blake3
Hasher::update() 118, HZREHITER 10 B & E, BABHA N KB/s . AW
PARREESI S RE R =, TR R T A DEEEEIe LR ; AP AR
TERER ., PIZASHIP TR IS M RER IR, fEIE S TUEHYIEN T, Feirisiige
TRERAR, AR AYIX 552 B RZ IR N

K41 PR

TR MRESHIEME AP SRIEEN P SHEE
B, Tohef 396 542 438
B, B 123 189 136
rCore-N, TCa7r 78 410 260

rCore-N, HWGH 55 152 123
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4.3 IXEHIERTELER
431 ERNESE

PAHERR TSI TR B T& TRERI “BE”, 7EFTHEA IS B AL B 2R Y JE
HIBOHIER, EREFBITE RGN IXEILFHIT M, rCore PPN HIN 723 (H]
T RAFEEANFZ AN, H FPGA & L PS Y Arm 5 PL I RISC-V
AT DAVI R [E— Fr s N7, R B T IX S0 RS A rCore FT FH 3L B 2 HPAY
RpE bk b, 7& PS MIZ1THY Linux RGHLA] BRI HIX IO, FEET PL
) RISC-V i B %17, TERHICRATFHRZ/RKR R FNAMHE] DRAM H,

4.3.2 RIZIXEHZERS

N AR 71 read A1 write RETVE A 5 A NAZASIX S, read RS0V A AYIERT 73
fAnE 4.1 For, FERERALE 15000 DEBINE; write BIZER D RIAE 4.2 AR,
FEITERHRTE 28000 MNEHAMT T, (ENXTHR, get_time FYYERIZEENE B, AT AN
N—IRARGH NS =RIEFE, WE 43 R, A WIZEHEREFLE 14000 1
JET AR I

PAZSIEHAEACFE R T RIRER AN & 4.4 o, —PDMEHIAE 2500 JE HAMT T B
B, H—PIEHIITE 10000 BHIAEG, SR,

READ

40 A

30 A

204

10 A

10000 15000 20000 25000 30000 35000
cycle

Kl 4.1 read RGAEAFFER 10
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WRITE

30000
cycle

4.2 write RS FHFER )10

GET_TIME

40 A

351

30 A

25 1

20 A

15

10

5_

0 -
11000 12000 13000 14000 15000 16000 17000
cycle

43 gettime RALYEFHFERN 7310
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Supervisor External Interrupt

250 A

200 A

150 A

100 ~

50 A

el
0 5000 10000 15000 20000 25000 30000 35000 40000
cycle

B 4.4 PIRZASIK AL R TR I 5516
4.3.3 AP SHFKIKEHER

VA PSR K, e S R E N F, R RAE 4.5 fl
4.6 iR, HARIBCEREAAE 1800 F1 2900 EHAM T, S AIEREATE 1700 &
AT, F P AR ER A ITRYIE R 2 R AN & 4.7 A, — DMEHBILE 1800 J& A
B, 55— ME 4600 KfiE, JCISERE I REFMAIE, P SIKE) R ALY
KB T NSRS, BomEgR, Eahiyh, X2HTHHP SIS TEHzY)
BRI, HEABERRBATIEREM,.
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User Serial Read (Intr)

1600 A

1400 -

1200 A

1000 ~

800 ~

600 -

400 A

200 A

0- 1 T T T
1500 2000 2500 3000 3500 4000 4500 5000
cycle

Bl 4.5 FHFASH DX IREFER 7160

User Serial Write (Intr)

500 A

400 A

300 A

200 A

100 ~

1500 1600 1700 1800 1900 2000 2100
cycle

4.6 HPASEBOKENE ANFEN 1
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User External Interrupt

500 1

400

300 A

200 A

100 A

2000 4000 6000 8000
cycle

B 4.7 PSSR HERER 7040
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10000



51 ZAXABRSL

AR, BATH T IA ZimC BRI R RS, o 7
WY 10 PERERYFZMR, FETHRE A FLILRY B4R, $RE 7 — A
PUHIER T FISCELT 2, DAER OB TS e, ERH 72T H PSRy IRsh %
RETRTTe PAIRI TAEEZ TG DA R L

1. 58 T RISC-V FI P Sy R F as fIHE 1T MY, FHHRH TR H

FASINERFRITRY PLIC 11755, BAMERBLIERN FPGA _EITR TIRANE&,

S T RITEAN T SRIR R AT A S EEE

2. fRi T ARG AR SCR - P ST WTLHIRY 7575, T rCore RIERGTKH

T 2RHRESM N ARVFR P AR E A A P S T E AL,

3. SKEL T B T AP ASTWTRY NGRS, 8 SCIe UE I AR SRR AE R 75 T HY

PERERINIL T ARSI,

52 XRRI{ERE

Z RIS AR SE IR S R IR, AN SCORFAAE— e ARTEE RIS, IXLEHET 5 AT RE
TEASKRH) AR B — P58 E,

BYE, rCore #RIERALMMINEEILH N R, BT HEMNNRFAAREASK
& T SERRM 75, ARSRAT#E—0 K A W SRR R 2 3% BV Linux,
Zircon FFHER G NIZH,

BEAh, AR TAREI T H PSSR BB R gs 77 28, AR P 10
IXBNATSZAE, AT SR A R e e D ) R TR R AR R N F 3 AR SRR
NE. HEMGAEIX AR RE A T HRIEE. P SR EE
(=8

g, B—SH M T A P A L A FRER S T R A,
IR AIHIE K51028) ([ AX25MP #0) . #45#/RAY Sapphire Rappids 2%
AOFEEREE, (H RN RIS R =T TRBEMNIR E AT ST 77 2 T L,
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1.1
1.2
1.3
2.1
2.2
2.3
2.4
2.5
3.1
3.2
4.1
4.2
4.3
4.4
4.5
4.6
4.7

SR

UINTR IR AR . 6
UINTR JBHIBIR A ST 8
SENDUIPI AR ..o 10
P SR T A B R 19
R A B R R 23
PARZEE AR TR . 24
B T A B R ... 25
AN T B A R e 26
QEMU A FASHIIIAR. ... 31
FPGA TEEZERAIE e 32
read R R R T T oo 36
write R T R T 37
gettime RGE FHFEI 340 . ..o 37
PAZASIX BN AR AR 00 e 38
FA P SR IR BIEEEEIT 00 .o 39
AP SR OIS E AFEIT 00 e 39
FA P ASER B AR AR 200 e 40
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# 1.1
1.2
#13
=21
2.2
%23
24
=25
26
=27
228
#2209
4.1

RIEEG

UINTR FEIEIRTSTE N oo 5
UPTID TE X ettt 7
UTTTE TE N oottt e 9
USTAtUS BFFEBREIE N et 12
UEVEC BT E N e 13
Utvec MODE FEEE M o o 13
VAP 5 Uie B FRTEN (o 14
UCAUSE BFTEBIE N e 15
ucause AW Z GHIE ..o 16
URET 8T 17
Uip 5 Uie TIFERTEN oo 20
PID T Y ettt 29
R T R 35
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A1l TIHIENRESE
A1 BbR

SEAVEEIN, . els XHFNRIATEAEE = HEESIAFH, AR
W, FATHEDRGE B T 128 IRFTT2 M, [, FATFEEAIERRE A AR
£ )R BRI Z I,

TEERNAEN, TATAR ERZECHE =1 1) TR ERNE, 2) Tk
EEHIEC, AN 3) W EFEITRIRE,

A1.2 DTiAhBEMNSE

DATUN BN D BRI S B — IR BLFT R B NI R NE— 1N T, fERZ
AR, B/ NITUR/NE 4096 F717, RISC-V HAREISN, FATE#H SV39 MMU
DRSG, XEERESE 3 HAHFIRAN L,

BATEZMTIER A— IR EL A, HTRNMAES — RN/, 7
FRERMBEA T, WEERGMEH —MERBT R, HofsmaeRkimnts
HEE - MRABNTIE, REEMRIEOTUHEAH 8 N1 RIEME N — MaE,
BRI — DI E AT, X R AEEE L E AT 2 HH, AT AT EA&
AN TS

ENRGENT AR, BATBIREE — MO TUE, KR —Met 2
—/NTUH

‘struct FreePages {
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struct FreePages *next;

i

A1.3 EARFTHSED

BATHBRIERGOR B iR BATAT LA B S iy o, i A iRk
Hufatt. RMEMENX—/, BOIFZENEA 4096 51 /NI TSN FE— D7
o R—PMFHREZMMRE: 1D XPAEESHREH? 2) XEAZESID
HBR e — T ?

// These are the page flags, we represent this
// as a u8, since the Page stores this flag.
#[repr (u8) ]
pub enum PageBits {

Empty = O,

Taken = 1 << 0,

Last = 1 << 1,
}

pub struct Page {
flags: u8,
}

X, RMNFENENDTE DB Page &51A, s, BT T4
HURERZ AR, FRATRESS RIS HERTHIRERIR /N,

/*

Finally, our heap starts right after the kernel stack. This
< heap will be used mainly

to dole out memory for user—-space applications. However, in
& some circumstances, it will

be used for kernel memory as well.

We don't align here because we let the kernel determine how it
< wants to do this.

*/
PROVIDE (_heap_start = _stack_end);
PROVIDE (_heap_size = _memory_end - _heap_start);

FATAT AR A B RS 040 1let num_pages = HEAP_SIZE /
< PAGE_SIZE; , HH HEAP_SIzE B—NEREMNE, {EN _heap_size, K
INE—NEECH 4096, REABATNIAEL num_pages FEM page fIRTTRIFE
SR
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A.1.4 TiESHED

SELRIEL R RE R A R — &S, SN T E R 2 AT, AT
AR ZE D ECR T EAEN alloc BISEL, WRFAIRBI—EHETL, FATH
ERTE XL page MHIRTFENIRENE G, RERERE— 1T Last” {7 &AL,
XA A B BA TERE O B DL R, B e — D IUE AL,

pub fn alloc (pages: usize) —-> *mut u8 {
// We have to find a contiguous allocation of pages
assert! (pages > 0);
unsafe {
// We create a Page structure for each page on the heap.
S We
// actually might have more since HEAP_SIZE moves and so
< does
// the size of our structure, but we'll only waste a few
< bytes.
let num_pages = HEAP_SIZE / PAGE_SIZE;
let ptr = HEAP_START as *mut Page;
for i in 0..num_pages - pages {
let mut found = false;
// Check to see if this Page is free. If so, we have
S our
// first candidate memory address.
if (*ptr.add(i)) .is_free() |
// It was FREE! Yay!
found = true;
for j in i..1i + pages {
// Now check to see if we have a
// contiguous allocation for all of the
// request pages. If not, we should
// check somewhere else.
if (*ptr.add(j)) .is_taken() {
found = false;
break;

FefrTAT DA B B R R A FE A0 R DU, RO S — DMIA T RLZ 2 — I,
B MEIRTF R DL, .., BB a DHEIRTES n T X —X—HI SRR R TEK
FIa% ALLOC_START + PAGE_SIZE * i, EXPNARHAH, ALLOC_START &
— DA FHTUHEIHIE, pacE_s1zE BH A 4006, 1M i 6% i DUUHEIEIRRF (M

0 F8).
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A1.5 TIERK
B ARAMVE EHE AN R, TFE XD TN N B 2R R T,

FATAT A IX DN F: HEAP_START + (ptr - ALLOC_START)/ PAGE_SIZE
, B NMER A A U AR per, BRATM AR A 2R AT A HE T
Bk, DARISIZ prr IAEN LB, TR BECER L2 4096 7, FRATHEER
R IUH KNG EHERFT TR, ASGFATHEMN L nEap_sTarT &, XAEFIGE]
THRERTTRIAI E

pub fn dealloc (ptr: *mut u8) {
// Make sure we don't try to free a null pointer.
assert! (!ptr.is_null());
unsafe {
let addr =
HEAP_START + (ptr as usize - ALLOC_START) / PAGE_SIZE;
// Make sure that the address makes sense. The address
S we
// calculate here is the page structure, not the HEAP
< address!
assert! (addr >= HEAP_START && addr < HEAP_START +
< HEAP_SIZE) ;
let mut p = addr as *mut Page;
// Keep clearing pages until we hit the last page.
while (*p).is_taken() && ! (*p).is_last() {
(*p) .clear () ;
p = p.add(1l);
}
// If the following assertion fails, it is most likely
// caused by a double-free.
assert! (
(*p) .is_last () == true,
"Possible double-free detected! (Not taken found \
before last)"
)i
// If we get here, we've taken care of all previous
< pages and
// we are on the last page.
(*p) .clear () ;

XA, BATAIUER], B—ERRERER &G — MR T,
RPN MERIRG — DR EZ ADER] T — MBS BT, ARAZRA]
HUMEREELE 1o JBHEE N, S — NMatt R — IRl = & XA a0 (7
PR R o FERXAME D N ATAT AR —1 assert ! IBARAE B HEIX L
KRR IR, EHEATRIER “ATRE” —idl, EOVERATARERE M 2 HIAE &S
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FH 012 B 8RR G — M BL I T,
A1.6 SEBEZEHIIE
XL 4096 5 DU BL 48 NAZAT P N R A, TR S BRI — N T
i, FATFRNERNENES, HRBRMEERERAT. £ BRI AIX RN
(*p) .clear () , IXEACHS IERR T HEARTIN R AIAL, AT 4096 717,
RN, BATEOIE—NMEBIEE, 2B ERIX L T,

/// Allocate and zero a page or multiple pages
/// pages: the number of pages to allocate
/// Each page is PAGE_SIZE which is calculated as 1 <<
< PAGE_ORDER
/// On RISC-V, this typically will be 4,096 bytes.
pub fn zalloc(pages: usize) —-> *mut u8 {
// Allocate and zero a page.
// First, let's get the allocation
let ret = alloc(pages) ;
if !ret.is_null () {
let size = (PAGE_SIZE * pages) / 8;
let big_ptr = ret as *mut u64;
for i in 0..size {
// We use big ptr so that we can force an
// sd (store doubleword) instruction rather than
// the sb. This means 8x fewer stores than before.
// Typically we have to be concerned about remaining
// bytes, but fortunately 4096 % 8 = 0, so we
// won't have any remaining bytes.
unsafe {
(*big_ptr.add(i)) = 0;
}

FAl I B alloc RFEMAFLEE & Y TAE— o Dl E IR T IR B AR
B, AREFATHA zalloc WEFHET, BIRITHEITIES, EizlUg, 1] DA
F 8 RS R— 7% 8 F 1RV 0, RN 4096 / 8 = 512, M SI22—
DR, R, 8 FAFEET R FE 512 BIGIAEIAI 2B & —1 4096 F1THYTLHE,
A1.7 s

WA T — PR, W EEMA &R RITEIH T LR,

/// Print all page allocations

/// This 1is mainly used for debugging.

pub fn print_page_allocations () {
unsafe {
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let

num_pages = HEAP_SIZE / PAGE_SIZE;

let mut beg = HEAP_START as *const Page;

let end = beg.add (num_pages) ;

let alloc_beg = ALLOC_START;

let alloc_end = ALLOC_START + num_pages * PAGE_SIZE;
println! () ;

println! (

)i

"PAGE ALLOCATION TABLE\nMETA: {:p} —-> {:p}\
< nPHYS: \
Ox{:x} —> Ox{:x}",
beg, end, alloc_beg, alloc_end

println! ("~~~rvsvvvv v v v v v v v e ")
let mut num = 0;
while beg < end {

if (*beqg) .is_taken() {

}

let start = beg as usize;
let memaddr = ALLOC_START
+ (start - HEAP_START)
* PAGE_SIZE;
print! ("Ox{:x} => ", memaddr) ;
loop {
num += 1;
if (*beqg) .is_last () {
let end = beg as usize;
let memaddr = ALLOC_START
+ (end
— HEAP_START)
* PAGE_SIZE
+ PAGE_SIZE - 1;
print! (
"Ox{:x}: {:>3} page(s)",
memaddr,
(end - start + 1)
)i
println! (".");
break;
}
beg = beg.add(1l);

beg = beg.add (1) ;

}

PTAntIn ! ("~ o ")
println! (
"Allocated: {:>6} pages ({:>10} bytes).",
num,
num * PAGE_SIZE
)i
println! (

"Free : {:>6} pages ({:>10} bytes).",
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num_pages - num,
(num_pages — num) * PAGE_SIZE
)i
println! () ;
}

E, EFATPR B —E0TE! FEE D T — LR TR —BRIRH) 64 T17E
[H, MREERNE A1 FTETHAINE,

PAGE ALLOCATION TABLE
META: 0x8004e0d8 -> Ox80056089
PHYS: Ox80057000 -> Ox88008000

0x80057000 Ox80096fff:
0x80097000 Ox80097fff:
0x80098000 Ox80098fff:
0x80099000 Ox80099fff:
0x8009a000 Ox8009afff:
Ox8009b00OO Ox8009bfff:
0x8009c000 Ox8009cfff:
0x8009d00O0O Ox8009dfff:
0x8009e000 0x8009efff:
Allocated: 72 pages ( 294912 bytes).
Free : 32617 pages (133599232 bytes).
B A1 DURCHI AR

A18 XK

XNTEYNEARSEN, TUR E R D ELEs RTIR PR ERINAZE, Hla0, — DMEEE
BHRERREFTRE 4T +8F = 2 FHHINGF. 4 FHTEE, 87 TH
T R—="MEs. AMBATLMENZS B —EET, K, AT ATREIR 2% 4096 - 12 =
4084 F1, FTLA, AR DA 2 ARSI E A 2B, XDAFET R
R BLAR G IRIG C++ HH malloc BUSEERTT

LEAFE B P AR HERRRE,  BATFTRZ RPN A P8I R
FEFHEIEE A, BN ERNFEEATT, R, FROTEER Sv39 HE,
BRSO TE RISC-V FRGIHTEY 55 4.4 THA,

RERREM NS 2) NFEEHEHMITT (MMU) #13) Rust 7 alloc crate
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IR E N Eisy, BEESEIREN, WBERM — XM, AT ] DA
crate RAFMEAIQIEE string 288,

A2 REEEHRT
A21 ¥R

MIRIERGRIAERE, BATE DMtk 25 AN SE R IR A
i, FRATAT DME FHEEREIIA (virt . 1ds XXfF) RELERIRIERINZ (EHINERIRT S,

—EANFRATEREE, kRS, 2, WA AR BT
REFEIX AR WIRS BN AR, HARZEIRBI A SOV IRATRY “HE™ 2SRl 2T, #RIER
SGHIEH AT LB nalloc, free FTfEFAYHE,

A22

TR MELEEE CEEMNNEEE AT MMU) ¥R RN N
YrE i RS, MMU @i 5284 SATP (Supervisor Address Translation and
Protection) HIRHNFFARRPUTHIMEEN I, X FEas 0 MMU RUfHRE, B
=S EIFRIRRY, FFIRE S — IR E Y B N A7 ik

FATA] ORI EE R TRAE RAM B B, HEMNERE 12 25 0, X2
[KI2h SATP G AR MTTRNESG 12 i1, FL L, I TIRELRIAE L, K
fIIM SATP HERH, 44 (LFFKE AR 12 L, FIRNTEM 12 AEFE 0, XHL T —1
56 i HHBIE—TT A2 64 i,

AR EFMAFTERFLAR =0 () BRUE, ) Y3k, Pk (3) Tik
I, JXEEERFIAE RISC-V RAAHTE 55 4.4 2R,

RISC-V § REHI% TR, HiFive Unleashed [/ Sv39 X, IXEMKE ELL
MR 39 i, TEIXRMEN T, MR TCIA R 522 64 MNTFAS (AL, HAR 2>
TR ELRE (32 R REUHIEERY Sv32 RO 48 (7 AIHIHERY Sv4s,

A.2.3 REibut

Sv39 M E =" 9 i R5l, BT 2° =512, BRIRBEAE 512 1
TIRI, HNIIRIIELGZ 8 717 (64 A1), WK A2 7R, Sv39 REfRUnEE1 5
VPN[x], VPN (X3R “BiIIS", EARLEE—ME 5121 8 AW
K5, FEt, MMU R~NEEEEE MR Eion yithl, mgiEs —R5 01K,
i Sv39 R4, EMITTRA A=NEA, SN RFE—KES 5121 8 F I
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5%,

a8 30 20 2120 12 11 0
[ VEN[Z] [ VPN[I] [ VEN[] [ page offset
0 0 0 12

Figure 4.16: Sv39 virtual address.
A2 SV39 Ik
A.2.4 TR
BERG2E N— N TLRICRES] MMU B TAE/ R, FAT0T DA etk Ay
B, el DORE AR TUE, TTEA LR A3 FR:

63 54 53 28 27 19 18 109 8 f 5 4 3 2 1 0
[ Reserved | PPN[3] | PPN[] | pp\[n] [ RSW [ D | A[C[U X[ W[R][V]
10 26 9 1 1 1 1 1 1 1

Figure 4.18: Sv39 page table entry.

K A3 SV39 TIRIA
A.2.5 Byt

Yy ERHE SRR B2 56 . Ak, — 39 (AR Atk AT DA — 1 56 i1
FPEEsE, EAR, IX AV FRA TR R Y R 4Dk BBt AN (] X P B Stk —— 5
FAITE O A - BRI RS sk B9 757 X — A, PRtk 2 @i FRE PPN[2:0] K
TAHLIRWE A4 FAPHEERIERR, 7] AR 2 01 R 22 51 ME it
2 2 Py kY

30 29 21 20 1211 0
PPN[2] [ PPN[1] [ PPN[0) page offset
2% g 9 12

Figure 4.17: Sv39 physical address.

A4 SV39 Yyt
A2.6 SATP ZF1zsE

Fir A BOBIE BRI AN B~ AT SATP FfEas 146, BARFEIRTE RISC-V £
M 25 4.1.12 R, SATP FF8IEINE A5 AR,

BATATAER| PPN (WHEHTTS) B2— D 4 VHE, BZ, ZEEFEEZRE
R 12 A, IXARFR R SEBRIIEER DA 4096 (212 = 4096), [Rlt, SERRHuHEA

PPN << 12,

57



63 60 59 44 43 0
| MODE (WARL) | ASID (WARL) | PPN (WARL)
1 16 44

Figure 4.12: RV64 Supervisor address translation and protection register satp, for MODE values
Bare, Sv39, and Sv48.

Bl A5 satp FlEes
A2.7 TIHE$EIR

MMU & =/ MRFEI 7 TR A CPU & HHIERREEIRES : (D FES. )
AN (3) 7, 24 MMU 512 U IR, fEBUEM B LZEIES 7 TR, 1XA]
RER RS TURIUCAEGE AR X (BUT) (IREN 1 sCEMERERA,

TIHE51RH CPU 3K, mcause B scause HfFEeas P FERERE, 12 FTn
FER TR, 13 ORISR, 15 A EE IR, BIERS ] ARE
A b, FERZEUROL T, IEFRYACEE T SRR A MR ERE, (B2, A%
SR ARFENLH], FlUNEREH (Copy-on-Write, CoW) , I IR TR
SEERY, EXEERT, WHEFIRAZ— DA, mE— M,

A.2.8 EibsthiENE

ENIF, BRIHIEE 0x7d_beef_cafe, IE&F/E 39 i, NEMHEET 39 1,
MMU TRATRE S — TS

:iﬁ%ﬂ 0b0111_1101_1011_1110_1110_1111_1100_1010_1111_1110,
BHDINER AL PR,

R A1 R

VPN[2] VPN[1] VPN][0] 12 (i fmF%

1_1111_0110 1_1111_0111 O_1111_1100 1010_1111_1110
502 503 252

AT R R DA 2 B TR R

1. 2HX SATP ZH17 883155 2 FUTRAE T (PPN << 12), 2. FEE A
sk Bhn BwfgE A/, HPRREBEED vPN[2] = 0b1_1111_0110 = 502 * 8
< = SATP + 4016, 3. EUNSH, 4. 1R V(valid)=0, 774 TIEEIR 5. W5E
ZZREHRI R, W B X 9 1, MIZDTERWUYHTR, S84, 6. PPN [2] | PPN[1]
| PPN[O] #i3b3 5/ R N — PN IUREWHEHNFEFRIMNE, 7. NEE 2 P EE, BEIEEM
I, 8. M-IiZ%/R PPN[2]. PPN[1] Al PPN[0] &5 1F MMU SERr¥7E N 2112,
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A2.9 B—RKTIFREA LM I

GRZENFEHFIT—FE, MMU A] DARHIZE B RDRLFE AY DL, 1140, Intel/ AMD
x86_64 R4iA] ATE PDP A 1L, XA DA AL 1GB WKL, TMTE PD AMZ I KHZ At
2MB HIKE, XFEFEEH T RISCV &4t, Ak, RISC-V RH T —HI50 M7k
SR X 53 TR 0,

£ Intel/AMD #1288 |, ZRTIFREHI FHRTIR, WERED LHRTTRE R,
B2 SE TR FIEANA] S, RISC-V YCHIXIREEE, Fr AR R IXRE
f: IR R, W, X (. 5, $UT) BRI IER—DER, NHXTTRTZ
— DI,

WER—NTIRI (PTE) M-+, W) PPN[2:0] Rk, HZ, WR -
PTE 2T I0, W PPN[2:0] fi§IAA] PATEYIHE RAM HH4RE N — D ITRAIN B, 77
THEEN—RZE, HA PPN[2:leaf-level] K FH T WE sk, Flan, WiiRs 2 %
(ME) WTFELEEM T, A2 HHE PPN[2] AP HEE Tifk, VPN[1] #75
F| PPN[1], VPN[O] #ZE % PPN[0], F HIUmEHER], EH,

A2.10 X MMU HBYZRFE

£ Rust 1, FOAIE T =D MMU #H1T%RZENEKE: map « unmap
virt_to_phys . BAFEREW FaEI IR, KN4 H P2 RN HREFR#T
KA RN, B MEEESZ IS B NIRRT X 5 B AT ITE A H RIS
—FE, A, FATOA—EEIRAE— Mk, DA A 23 (8 B P AR R R A A
F B2 R —AE L,

TAEH T — LG5 R SR M8 (1 DR TR 42

pub struct Table {
pub entries: [Entry; 512],
}

impl Table {
pub fn len() —-> usize {
512
}

FE—PEIRZE Table o BRMIER T —2 4096 F IR, XDMA/INKH 512
N8 FHHYTIRI, — P ITRIBNR A :

pub struct Entry ({
pub entry: ié4,
}
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impl Entry {
pub fn is_valid(&self) —-> bool {
self.get_entry() & EntryBits::Valid.val() != 0
}

// Bfi (T #0) BERML (valid, V)
pub fn is_invalid(&self) -> bool {
lself.is_valid{()

}

// AWM Rwx UELDE—UKEN
pub fn is_leaf (&self) —> bool {

self.get_entry() & Oxe != 0
}

pub fn is_branch (&self) —-> bool {
lself.is_leaf ()
}

pub fn set_entry (&mut self, entry: i64) {
self.entry = entry;

}

pub fn get_entry (&self) —> i64
self.entry
}

AR EFRABIE 164 BUEIBIEM AN Entry , XFERFLA] DAL EEIN—LE
B ERIER,

map BREHER—DNIURRATZS | H, —MERE, — MYk, R
7, PARIXANHIE R 12 45 it 2 N2l JEHEIB LS, FATRE A Y DT s 2]
0%, tEt/E 4KiB 9%, A, FxA1ATDAH 2 KF/REE 1GIiB 7T, 1 3R/8 2MiB 11, 3¢
0 %7K 4KiB T,

pub fn map (root: &mut Table, vaddr: usize, paddr: usize, bits:
< i64, level: usize) {
// R rRvx ELE—UREN, SWESHAFTERHE~E—1 TR
assert! (bits & Oxe !'= 0);
// MEEIIERIREY vPN . EMthutR, S ven #18EFE 9 i,
// FRUEAIR ox1ff = 0b1_1111_1111 (9 fi) {EREE

let vpn = [
// VPN[O] = vaddr[20:12]
(vaddr >> 12) & Ox1ff,
// VPN[1] = vaddr[29:21]
(vaddr >> 21) & Ox1ff,
// VPN[2] = vaddr[38:30]
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(vaddr >> 30) & Ox1ff,
1

// SENERN, REWEDIS (PPN)., B PPN[2] B 26 {UMAZE 9
< i,

// XR2AEZL, ELFA1ER

// Ox3ff ffff = Ob11 1111 1111 1111 1111 1111 1111 (26 fi).

let ppn = [
// PPN[0] = paddr[20:12]
(paddr >> 12) & O0Ox1ff,
// PPN[1] = paddr[29:21]
(paddr >> 21) & Ox1ff,
// PPN[2] = paddr[55:30]
(paddr >> 30) & Ox3ff_ffff,

1

BAMEIX B S — M H 2 R Rt Ay s, 3, BADEARRD
T mA EXZER NN AFE RS E, R, 2 MMU BiE— R
HERY, EERR UEFS RS H 2, PR R 56 APEE,

// We will use this as a floating reference so that we can set
// individual entries as we walk the table.

let mut v = &mut root.entries[vpn[2]];
// Now, we're going to traverse the page table and set the
< bits

// properly. We expect the root to be valid, however we're
S required to
// create anything beyond the root.
// In Rust, we create a range iterator using the .. operator.
// The .rev() will reverse the iteration since we need to
S start with
// VPN[2] The .. operator is inclusive on start but exclusive
S on end.
// So, (0..2) will iterate 0 and 1.
for i in (level..2).rev () {
if !v.is_valid() {
// Allocate a page
let page = zalloc(l);
// The page is already aligned by 4,096, so store it
// directly The page is stored in the entry shifted
// right by 2 places.
v.set_entry(
(page as i64 >> 2)
| EntryBits::Valid.val (),
)i
}
let entry = ((v.get_entry() & !'0x3ff) << 2) as *mut Entry;
v = unsafe { entry.add(vpn[i]).as_mut () .unwrap() };
}
// When we get here, we should be at VPN[0O] and v should be
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& pointing to
// our entry.
// The entry structure is Figure 4.18 in the RISC-V Privileged
// Specification
let entry = (ppn[2] << 28) as i64 | // PPN[2] = [53:28]
(ppnll] << 19) as i64 | // PPN[1] = [27:19]
(ppn[0] << 10) as i64 | // PPN[0] = [18:10]
bits | // Specified bits, such as User, Read, Write,
S etce
EntryBits::Valid.val(); // Valid bit
// Set the entry. V should be set to the correct
< pointer by the loop
// above.
v.set_entry (entry) ;

£ _ETERRASH, FRATH zalloc 2B 7 — NHTEYTUHE, SIE8HI/E, RISC-V [
BRTIRIEL 2 4096 FT7 (512 NIRRT, B8 F17), XIEZFANMEAH za11oc
ABLHIR /N,

TR A HE IR — M HEERE, WRIRE—T, PPN[2:0] 7£ PTE ¥ HE LA
BN, JREMMMEARR, HTHRERRK, PPN2:0] #AER 76, MY
HEIHE M 10 AR, TAEYIEtE A2 MG 12 RLFAEIY, JAT, (HAF LER
BRI 77i%, RIS PPN ARG HITHRAS, BN IZASE H AR,

F=NEBHAEHE, TIRBHRMNER—RTIER, FEEX PPN[2:0] #1749,
XN TTRTUR ULIA L, (HERIRESERIREL, 12F, WRBIMEES 1%, Ha
PPN[0] #LASHM PTE HHEIIH K, MK, PPN[0] ZM VPN[0] HEFI, XE
H MMU BEHHITI. &/, FRATEERMN T TR RN E Z HE R,
A211 FEBR MMU &

BAE RGP 2B AREED B — DT, AR, BIHEATH
P2 A B AR 4KiB A/ NNTT, B, BATEDFRE R — DS =1
TURIA, IXEWE, NRBNMTAREEMHIXLEDT, NFRIHSFER, N TRIA
7, AT unmap .

pub fn unmap (root: &mut Table) {
// Start with level 2
for 1v2 in 0..Table::len() {
let ref entry_1lv2 = root.entries[1lv2];
if entry 1v2.is_valid() && entry_1lv2.is_branch() {
// This is a valid entry, so drill down and free.
let memaddr_1lvl = (entry_lv2.get_entry () & !0x3ff) <<
S 2
let table_1lvl = unsafe {
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// Make table 1vl a mutable reference instead of a
< pointer.
(memaddr_1lvl as *mut Table) .as_mut () .unwrap ()
i
for 1vl in 0..Table::len() {
let ref entry_1lvl = table_lvl.entries[1vl];
if entry_1lvl.is_valid() && entry_1vl.is_branch()
{
let memaddr_1v0 = (entry_1lvl.get_entry()
& '0x3ff) << 2;
// The next level is level 0, which
// cannot have branches, therefore,
// we free here.
dealloc (memaddr_1v0 as *mut u8) ;
}
}

dealloc (memaddr_1lvl as *mut u8) ;

W map BRE—HFE, XPEREURE T — P EENITERR (5 2 Kk, ]
BRI 5| AERIEE unmap FEH, KL, XEABEENZEZ, BIIMNE
B—2 (BB 040 FaaBm=nE, RAa—BEREEHK (B2, FRRIEARR
FREAERT S T — MR, EERE, REERNIREAS, AT
IS8 T —MEHMIE Table ARSI H, FATATMEA— 1 REKRBER—
N PNGIES
A212 BHIK

o, TMFEFNEF TR, XA T MBI FEE S8R, BT R
WAEHIIEAE MR AR 2 B AR, A7 28 Itk 7k, T
— 7T IR R U N A L 5 0 9 0 B F p BE s, SR MMU AR, Ffi1A]
PR TURAB B LA IX AR, TEIeiX R B RTZ S IEH MMU /.

pub fn virt_to_phys(root: &Table, wvaddr: usize) —-> Option {
// Walk the page table pointed to by root

let vpn = [
// VPN[O] = vaddr[20:12]
(vaddr >> 12) & Ox1ff,
// VPN[1] = vaddr[29:21]
(vaddr >> 21) & Ox1ff,
// VPN[2] = vaddr[38:30]
(vaddr >> 30) & Ox1ff,
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let mut v = &root.entries[vpn([2]];
for i in (0..=2).rev () {
if v.is_invalid() {
// This is an invalid entry, page fault.
break;
}
else if v.is_leaf () {
// According to RISC-V, a leaf can be at any level.

// The offset mask masks off the PPN. Each PPN is 9
// bits and they start at bit #12. So, our formula
// 12 + 1 * 9

let off_mask = (1 << (12 + 1 * 9)) - 1;

let vaddr_pgoff = vaddr & off_mask;

let addr = ((v.get_entry() << 2) as usize) & !off_mask
<

return Some (addr | vaddr_pgoff);
}
// Set v to the next entry which is pointed to by this
// entry. However, the address was shifted right by 2
< places
// when stored in the page table entry, so we shift it

o left

// to get it back into place.

let entry = ((v.get_entry() & !0x3ff) << 2) as *const
S Entry;

// We do i — 1 here, however we should get None or Some
< () above

// before we do 0 - 1 = -1.

v = unsafe { entry.add(vpn[i - 1]).as_ref().unwrap() };

}

// If we get here, we've exhausted all valid tables and
S haven't
// found a leaf.

None
}

£ _ETH Y Rust BRELH, BATWEE] T — DN TURIVE 5 FHFRA TR E— opt ion
y E'ZEE'—/M&Z\F—QiﬁL_J, iﬁt?/AZE'E None (%?Tgﬂ?ﬁ@%gﬁ%), E/A% Some () (}ﬂ
TR [E YL .

i RISC-V N EH BITINA LB &~ A TS R, — 282 7 —1
TR TTIRIT (VAN 0)o 55— DA 0 FAERTI, BT 0 FZHEMAIPH,
RBAVRBL— N EMAIZESA] (b -1?), iz 4 i,
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A213 AR Dfi

NSRRI RISC-V BURRGEITE, D (dirty) 1 A (accessed) A7A] PAH AR
EESES

X TN AR R UL, ARG S M2, %Wﬁ%ﬁiﬁ?ﬁi@if‘ﬁ')\ﬁﬂ‘, CPU #i&
K AR ER 1, MNERS AR CPU 2K D (& BN 1, 4R, RISC-V VG
ARV IXEEE TR R F1 W -2/ DI E X 2 R, #ra)iE i,
A TR T Gk A 1D 7, AR,

HiFive Unleashed FF &AM E G, BN D 2 (HFFE) s A2 (H
TINED ETERITFY 0, MMU it — P oiEsER, LRI PRFHAEE.

1 nRARIE S A—1 D A4 0 BT, MMU Rl — Pz, X5
W AL 0 BITETUARMEL, 2. Qi SRARIE BRI — A 20 0 FYTTE, MMU Kl

—/PNIHEEIR, X5 RAH 0 BYE R

Each leaf PTE contains an accessed (A) and dirty (D) bit. The A bit indicates the virtual page has
been read, written, or fetched from since the last time the A bit was cleared. The D bit indicates
the virtual page has been written since the last time the D bit was cleared.

Two schemes to manage the A and D bits are permitted:

e When a virtual page is accessed and the A bit is clear, or is written and the D bit is clear, a
page-fault exception is raised.

e When a virtual page is accessed and the A bit is clear, or is written and the D bit is clear, the
implementation sets the corresponding bit(s) in the PTE. The PTE update must be atomic
with respect to other accesses to the PTE, and must atomically check that the PTE is valid
and grants suflicient permissions. The PTE update must be exact (i.e., not speculative), and
observed in program order by the local hart. Furthermore, the PTE update must appear
in the global memory order no later than the explicit memory access, or any subsequent
explicit memory access to that virtual page by the local hart. The ordering on loads and
stores provided by FENCE instructions and the acquire/release bits on atomic instructions
also orders the PTE updates associated with those loads and stores as observed by remote
harts.

The PTE update is not required to be atomic with respect to the explicit memory access that
caused the update, and the sequence is interruptible. However, the hart must not perform
the explicit memory access before the PTE update is globally visible.

All harts in a system must employ the same PTE-update scheme as each other.

A.6 SV39 MMU A 1D {1

A.6 Hi B RISC-V Fttia ), 2 4.3.1 =,
fEimsz, HATERMESE: () WOAEHE (b) B,

A.2.14 Rzt aERRET

BAPREUHRBI AL, IXFER] UL MMU, A EATE 7R 2wk
S—UIBNFZRINA . ££ RISC-V HF, HlaeaS Y EAERIE; i REATHT

65



JFMMU CKf MODE FEIREN 8), ABATATR] ATE B A F A T EH MMU,

EMENX — =, FATZXN AR FER — VI TIEES (B Rtih = P73
Hoht), EAEREFEE, 2B, UART MMIO Hihh555%, B4, A Rust5 17—
MNREL, BT B B SR — Bk,

pub fn id_map_range (root: &mut page::Table,
start: usize,
end: usize,
bits: i64)

let mut memaddr = start & ! (page::PAGE_SIZE - 1);
let num_kb_pages = (page::align_val (end, 12)

— memaddr)

/ page::PAGE_SIZE;

// I named this num _kb_pages for future expansion when
// I decide to allow for GiB (2730) and 2MiB (2721) page
// sizes. However, the overlapping memory regions are
S causing
// nightmares.
for _ in 0. .num_kb_pages {
page: :map (root, memaddr, memaddr, bits, 0);
memaddr += 1 << 12;
}

ﬁﬂﬁﬁﬁﬁpa, ﬁi4\gﬁiﬁﬁaﬁﬁj7%%ﬁjﬁqIpage::HE@)E@%&, @Z*%_‘4\ﬁ§ﬁiﬂﬂﬂk@Q%¢
F— M3t FAVERRRE D5 H, AIDHE T E#ZE IS4 map K
48

IR, FA7RZE XD BRECRBLN BA TR 7 A B A [5 1R & X B AT RR Y
FirE B MMIO ik,

page::init () ;
kmem: :init () ;

// Map heap allocations
let root_ptr = kmem::get_page_table();

let root_u = root_ptr as usize;
let mut root = unsafe { root_ptr.as_mut () .unwrap() };
let kheap_head = kmem::get_head () as usize;
let total_pages = kmem::get_num_allocations() ;
println! () ;
println! () ;
unsafe {
println! ("TEXT: Ox{:x} —> Ox{:x}", TEXT_START, TEXT_END) ;

println! ("RODATA: Ox{:x} —-> Ox{:x}", RODATA_START,
< RODATA_END) ;
println! ("DATA: Ox{:x} —> Ox{:x}", DATA_START, DATA_END) ;
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}

println! ("BSS: Ox{:x} —> Ox{:x}", BSS_START, BSS_END) ;
println! ("STACK: Ox{:x} —> Ox{:x}", KERNEL_STACK_START,
& KERNEL_STACK_END) ;
println! ("HEAP: Ox{:x} —> O0x{:x}", kheap_head, kheap_head
S+ total_pages * 4096) ;

id_map_range (

)i

&mut root,

kheap_head,

kheap_head + total_pages * 4096,
page: :EntryBits: :ReadWrite.val (),

unsafe {

// Map heap descriptors
let num_pages = HEAP_SIZE / page::PAGE_SIZE;
id_map_range (&mut root,
HEAP_START,
HEAP_START + num_pages,
page: :EntryBits: :ReadWrite.val ()
)i
// Map executable section
id_map_range (
&mut root,
TEXT_START,
TEXT_END,
page: :EntryBits: :ReadExecute.val (),
)i
// Map rodata section
// We put the ROdata section into the text section, so they
S can
// potentially overlap however, we only care that it's read
// only.
id_map_range (
&mut root,
RODATA_START,
RODATA_END,
page: :EntryBits: :ReadExecute.val (),
)i
// Map data section
id_map_range (
&mut root,
DATA_START,
DATA_END,
page: :EntryBits::ReadWrite.val (),
)i
// Map bss section
id_map_range (
&mut root,
BSS_START,
BSS_END,
page: :EntryBits: :ReadWrite.val (),
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)i
// Map kernel stack
id_map_range (
&mut root,
KERNEL_STACK_START,
KERNEL_STACK_END,
page: :EntryBits: :ReadWrite.val (),
)
}

// UART
page: :map (
&mut root,
0x1000_0000,
0x1000_0000,
page: :EntryBits::ReadWrite.val (),
0

XERZAW, HEERFEMRE id_map_range KEL, TEXBARH, F&AT]
BB IRNTES 3.1 BEPAIENTIERSA. RiE, BAIOE—IDIER, ©
IEHFFRZE 1 T (4096 7). RELHANFHBERRBINE XET, BRINTERATE
B— MBS N\ SATP (Supervisor Address Translation and Protection, Y& 3%
MR S R FESRAE MMU [E#IB1T,

MERANTE TIFRR, FAIFELET I SATP FFasH7 PPN FE, PPN &
B TIRIRAY 56 A BIRT 44 £, FRATEMAYEIETTRBIHIIE A
12 37, XA 2k BR PA— DT A RN,

root_u >> 12;
8 << 60 | root_ppn;

let root_ppn

let satp_val

unsafe {
asm! ("csrw satp, $0" :: "r'"(satp_val));

}

FHEPREEMER T asm! 2, EREFRNE Rust P EZERS LRI, 1EiX
H BAMER csrw 182, BEE” SHIFIRSFFS-E AN 8 << 60 {EEUAE S
AE SATP 251728 MODE FEXH, TR Sv39 1 TR,

A2.15 FRE MMU

NAE MMU RS A 8 FRAZETIT MMU, [REER(TLET 3 5
CPU BRI, MElastise FrlA, FAFEYRT] "W E" HX, tplEHEK
1o HATELTE nstatus FFFa5HI MPP (Machine Previous Privilege) FE¢ (5 11
1240 A A ZRERIEC 01 REINX — .
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BT SATP FF {7 asiN TR EIEE, KINTUEREWERL T, VIR, T,
IR ZERFr 7. [HEYHSR, Fravet. S PRGNS B R,
BAFERIP TR, WRIRIEN A4, 15E RISC-V FRAEIIE! 28 4.2.1
B, RN YBATIFEIBATHER, FATSTFENHIX—

MXLEN-1 ~ MXLEN-2 36 35 34 33 32 31 23 22 21 20 19 18 17
[ SO [ WPRI _ [SXL[I.0][ UXL[I:0]| WPRI [TSR]|TW [TVM [MXR [SUM [MPRV ]
2 2 9 1 1 1 1 1 1

1 MXLEN-37

16 15 14 13 12 11 10 9 8 7 5 4 3 2 1 0
[XS[L0] |rs[1 0 [MP P[l 0] [WPRI | SPP |MP1L [ WPRI | spm | UPlh [ Mll: [ WPRI [ sm [ Ulb|
2 2

Figure 3.7: Machine-mode status register (mstatus) for RV64.

A.7 mstatus 172

1i t0, (1 << 11) | (1 << 5)
csrw mstatus, tO

la tl1, kmain
csrw mepc, tl

mret

FAME L RIS R AT 2 /5 R R, FFRSE 11 AT RRI B EE Y 1
(MPP=01) o HFNHAIT mret i, FATEANT P xmain Y Rust K%, I
FEHMET I EEEIGF EZE2EMH 7 MMU,

BATERA BRI TR, AR/ VO AN RIREEE IR 2 (R DA N HD
73, RIS =R S

A.3 SIRFERFIFEN
A.3.1 ¥R

WRBAMIMEARSHER, IBABRGIE? B RAL, XEAATRER, AT
DL, FATBEEE IR SRS, CPU BEMSE G R ERHBAINZ, BRI
I, FHAEFTEREESZINE, LRSI, s e gerhirie? 2, Xt
258 CPU BHIN#,
A.3.2 RISC-V Hlf&RS:

RISC-V RS EH— M E—), feANZR bR R e, B4 ESE
THRER, CPU = YJHEINIZ ST BKELZX DK%, 7E RISC-V H, FATEMW M
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FREY CSR (FEHIFIRAS T fFde) RIZHIXAH CPU H@(=,
B DHFFERE ntvee Firdy, BEARTIISBARE, MEE RIS
o BUAHEERE, CPUME “HA” X NFERTRIIEEL

3.1.7 Machine Trap-Vector Base-Address Register (mtvec)

The mtvec register is an MXLEN-bit read/write register that holds trap vector configuration,
consisting of a vector base address (BASE) and a vector mode (MODE).

MXLEN-1 21 0
\ BASE[MXLEN 1:9] (WARL) [ MODE (WARL) |
MXLEN2 2

Figure 3.8: Machine trap-vector base-address register (mtvec).

The mtvec register must always be implemented, but can contain a hardwired read-only value. If
mtvec is writable, the set of values the register may hold can vary by implementation. The value in
the BASE field must always be aligned on a 4-byte boundary, and the MODE setting may impose
additional alignment constraints on the value in the BASE field.

We allow for considerable flexibility in implementation of the trap vector base address. On the
one hand, we do not wish to burden low-end implementations with a large number of state bits,
but on the other hand, we wish to allow flexibility for larger systems.

Value Name Deseription
0| Direct | All exceptions set pc to BASE.
1 | Vectored | Asynchronous interrupts set pec to BASE+4 xcause.
>2 — Reserved

Table 3.5: Encoding of mtvec MODE field.

A.8 mtvec FIEry

mtvec FAF e H W N ARFEIMFE, BASE, gt ryitt, DA MODE,
ERE T BATZRZEEAEE W2 &, BATZME A Rust B match SREE
BN FTABRNTFEEMERERALZE 0, XEWRE MR TFER 4 1Y
(28

EHBEZEEAN ntvec BIRE A NBAR A 2MERRREL, mE A
KERIH ntvec 2MRIBME AR FH ARFIRIREL, A, PR HERERE
No ARG, FATATLUE Rust B match EAIEHT HIFE AR A
A3.3 ATABN?

mcause F 17y (WESHBARR) SLIR—NRERE, SEHRREET4
SET A FAABERFAARFERZEA: SHHRIFED I, A RRE 2 Y11
ITHIHE S Z MRS IR T CPU Y “PAN” . AT BARKE 2L HIHITHIES
ST BN, FPRBANRRRBERESM—EN 1. FPEARNRRERERS
N—ENO0,
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1 0 | User software interrupt

1 1 | Supervisor software interrupt

1 2 | Reserved for future standard use
1 3 | Machine software interrupt

1 4 | User timer interrupt

1 5 | Supervisor timer interrupt

1 6 | Reserved for future standard use
1 7 | Machine timer interrupt

1 8 | User external interrupt

1 9 | Supervisor external interrupt

1 10 | Reserved for future standard use
1 11 | Machine external interrupt

1 12 15 | Reserved for future standard use
1 >16 | Reserved for platform use

A9 mcause T AwAG

e R R e B e B e B e ) s B e B s i s B s i e ) s e ) s ) s Y e ) s i s i s e

-1 & O

i —
Lo o= O W oo

14

15
16-23
24-31
32-47
18-63
>64

Instruction address misaligned
Instruction access tault

Illegal instruction

Breakpoint

Load address misaligned

Load access fault

Store/AMO address misaligned
Store/AMO access fault
Environment call from U-mode
Environment call from S-mode
Reserved

Environment call from M-mode
Instruction page tault

Load page fault

Reserved for future standard use
Store/AMO page fault

Reserved for future standard use
Reserved for custom use
Reserved for future standard use
Reserved for custom use
Reserved for future standard use

K A.10 mcause [F]ZfE A ZmbS
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A.3.4 EERBGH

B BN RDHAT T B AR S ad FE, A8 kinit ¥ Rust, BT
B NERINES N IB TR, EXPDEE, FRA1EA B DI EEES
BRITNERSE, AT, kinit FENXETIERNTVBHN knain o FATEERES
TIZ1T kmain BREL, EXFERT, BOTAZITE TR,

# We need a stack for our kernel. This symbol comes from virt.
< 1lds
la sp, _stack_end

# Setting \lstinline{mstatus} register:

# 0b01l << 11: Machine's previous protection mode is 2 (MPP=2).
1i t0, 0bll << 11

csrw mstatus, tO

# Do not allow interrupts while running kinit
csrw mie, zero

# Machine's exception program counter (MEPC) is set to \
& lstinline{kinit\lstinline{.

la tl1, kinit

csrw mepc, tl

# Set the return address to get us into supervisor mode
la ra, 2f

# We use mret here so that the mstatus register is properly
< updated.
mret

AT B THLESIR, BAE mie FE A0, LR “DIBsASAHET
HRESEes”, DUBRHTE TR, Fit, xinit THIEES, AEWHENE, 3
HIERARAIE K, XEFRITGEB IR BERANTAONLES, mANE O AR L
2 (%) STIRBAIE,

A35 &N

B AA RS2 CPU BAINAZI — Mg, RGN, BAIWENNERERF A
FHF CPU IETE R AN 40 AT, BN CPU TELLBATHIE R A T 40 W _LATIAR,
BRI N EAKSELEIH, FTEA, U 7 1E Rust FHACHERE A, BATFZECIE D
HHSIAF, trap.rso

// trap.rs
// Trap routines
// Stephen Marz
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// 10 October 2019
use crate::cpu::TrapFrame;

#[no_mangle]

extern "C" fn m_trap(epc: usize,

tval: usize,

cause: usize,

hart: usize,

status: usize,

frame: &mut TrapFrame)
—-> usize

// We're going to handle all traps in machine mode. RISC-V

< Jets
// us delegate to supervisor mode, but switching out SATP (

S virtual memory)
// gets hairy.

let is_async = {
if cause >> 63 & 1 == 1 {
true
}
else {
false

}
i
// The cause contains the type of trap (sync, async) as
< well as the cause
// number. So, here we narrow down just the cause number.
let cause_num = cause & Oxfff;
let mut return_pc = epc;
if is_async {
// Asynchronous trap
match cause_num {
3 => {
// Machine software
println! ("Machine software interrupt CPU#{}", hart
<)
b
7 => unsafe {
// Machine timer
let mtimecmp = 0x0200_4000 as *mut u64;
let mtime = 0x0200_bff8 as *const u64;
// The frequency given by QEMU is 10_000_000 Hz,
< so this sets
// the next interrupt to fire one second from now.
mtimecmp.write_volatile (mtime.read_volatile() + 10
< _000_000) ;
b
11 => {
// Machine external (interrupt from Platform
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< Interrupt Controller (PLIC))
println! ("Machine external interrupt CPU#{}", hart
S )

b

=>{
panic! ("Unhandled async trap CPU#{} -> {}\n", hart
< , cause_num) ;

}
}
else {
// Synchronous trap
match cause_num {
2 => {
// Illegal instruction
panic! ("Illegal instruction CPU#{} -> O0x{:08x}: 0Ox
< {:08x}\n", hart, epc, tval);
}I
8 => {
// Environment (system) call from User mode
println! ("E-call from User mode! CPU#{} —-> 0x{:08x
< 1", hart, epc);
return_pc += 4;
}I
9 => {
// Environment (system) call from Supervisor mode
println! ("E-call from Supervisor mode! CPU#{} -> 0
< x{:08x}", hart, epc);
return_pc += 4;
}I
11 => {
// Environment (system) call from Machine mode
panic! ("E-call from Machine mode! CPU#{} -> 0x{:08
< x}\n", hart, epc);
b
// Page faults
12 => {
// Instruction page fault
println! ("Instruction page fault CPU#{} —-> 0x{:08x
< }: 0x{:08x}", hart, epc, tval);
return_pc += 4;
}I
13 => {
// Load page fault
println! ("Load page fault CPU#{} —-> O0x{:08x}: 0x
< {:08x}", hart, epc, tval);
return_pc += 4;
}I
15 => {
// Store page fault
println! ("Store page fault CPU#{} —-> 0x{:08x}: 0x
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< {:08x}", hart, epc, tval);
return_pc += 4;
b
_ =>{
panic! ("Unhandled sync trap CPU#{} -> {}\n", hart,
< cause_num) ;

}
bi
// Finally, return the updated program counter
return_pc

AR R R TRAITE R AN PR ZIRI R £, CPUBEI— PR, $E mtvec
, REBPREEIE e E R, TR, IR i (RPaiF),
SRJE PR AT =R AL

HER, BATE=THEMFED R 8. 9f 11, X2 “IREE” JAH, thmh
ERGUEM, AT, FREZRIERNERZ L ecall $5C I AT ESRETY, T
MW ESSH ecall R T panic! , FABRNTZKIZAN IZIBEE]— MLZSH ecall .
MR, BAMEAZE NiafTAR, TN ERERRSET A SH ecall AP,

SEANTEEN— DR, HMFERERNMOFFRESE, FAT0RE—FF
ARLIEEL T3 7ds, SUIREMEEERESI— RPN, BT EXEE LR
B2 — DRI AR, BADEREH mscratch FFaREMHIXEER,
IXRE L BATNERI AR ERE Z K EE,
A3.6 [AAM Rust &H{A

#[repr (C)]

#[derive (Clone, Copy)]

pub struct TrapFrame {
pub regs: [usize; 32], // 0 - 255
pub fregs: [usize; 32], // 256 — 511
pub satp: usize, // 512 - 519
pub trap_stack: *mut u8, // 520
pub hartid: usize, // 528

an_EIREERGIRTR, BAHF 0 T A I8 F 35 7 8 17 S 3 7 8 SATP (MMU),
SO N AUHERR, DURBEPFLRAE ID o SFA TR AN S AR, &5 —TUEA
WAEERY, RISC-V AR TR R EEf A BHELE NS, AT, FAT IR A XM, H
Al hartid @ ZRMY, FABMATLUEIL csrr a0, mhartid PRIGEEFLZAE ID,
RIEZTFEREIF Rust $52: 4 [repr (C) ] Ml # [derive (Clone, Copy)] o
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FE—MELCERMNERIENE C 1B XUSIIEIER, X AMZEE LA MEL
I IR BB A, TAMFEES PN AL RN FE R, &5, derive f8R
ftf Rust BB copy A clone MIRHE, WHRIBANTAER derive , FATHIGH
L SEH,

MAERA SR TRAN, IEERMEE IRl TIIRET,

A3.7 BERLCEFTHIRBARE

.option norvc
m_trap_vector:
# All registers are volatile here, we need to save them
# before we do anything.
csrrw t6, mscratch, t6
# csrrw will atomically swap t6 into mscratch and the old
# value of mscratch into t6. This is nice because we just
# switched values and didn't destroy anything -- all
S atomically!
in cpu.rs we have a structure of:
32 gp regs O
32 fp regs 256
SATP register 512
Trap stack 520
CPU HARTID 528
We use t6 as the temporary register because it is the very
bottom register (x31)
.set i, 1
.rept 30
save_gp %i
.set i, i+1
.endr

H= = o S

# Save the actual t6 register, which we swapped into
# mscratch

mv t5, t6

csrr t6, mscratch

save_gp 31, tb5

# Restore the kernel trap frame into mscratch
csrw mscratch, t5

# Get ready to go into Rust (trap.rs)

# We don't want to write into the user's stack or whomever
# messed with us here.

csrr a0, mepc

csrr al, mtval

csrr aZ, mcause

csrr a3, mhartid

csrr a4, mstatus
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mv a5, tb
1d sp, 520 (ab)
call m_trap

# When we get here, we've returned from m_trap, restore
< registers

# and return.

# m_trap will return the return address via aO0.

csrw mepc, al

# Now load the trap frame back into t6
csrr t6, mscratch

# Restore all GP registers
.set i, 1
.rept 31
load_gp %i
.set i, i+1
.endr

# Since we ran this loop 31 times starting with i = 1,
# the last one loaded t6 back to its original value.

mret

RATAB BN FAER TANERCgmesta M2, Bl . set Ml store_gp, X
HEERATIAETE EEAN, XA L2 — MO TEIR, HEATCGRIX N R 2
BT

FATEIEE T .option norve , EMEERISCV L4552, B RISC-V
ISA B C ¥R, XsRIZRATE H TR AR EAHESEE 32 Ml XAERAIE
2, HEABATRIMEZ N EARER, RMFZMRE D RIRREEI 4 FEEEL
ER AN IR, X2 ntvec T 17 a8 F i G AL 7E BRI A 24K
[EIRZIEi S

A.3.8 GNULHER
FHIE TR,

.altmacro

.set NUM_GP_REGS, 32 # Number of registers per context
.set NUM_FP_REGS, 32

.set REG_SIZE, 8 # Register size (in bytes)

.set MAX_CPUS, 8 # Maximum number of CPUs

# Use macros for saving and restoring multiple registers
.macro save_gp 1, basereg=to6
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sd x\i, ((\i)*REG_SIZE) (\basereq)
.endm
.macro load_gp i, basereg=t6
1d x\i, ((\i)*REG_SIZE) (\basereq)
.endm
.macro save_fp i, basereg=to6
fsd f£\i, ((NUM_GP_REGS+ (\i))*REG_SIZE) (\basereq)
.endm
.macro load_fp i, basereg=t6
f1d £\i, ((NUM_GP_REGS+ (\i))*REG_SIZE) (\basereq)
.endm

IR LR DRI T AR, (SRR, R EERTL
FIRSZ—: s, 1d, fsd, fla, FEBUAEUT, BAMEM co F78R. Bk
£ o FERNERETR 31 SHFE, XEERITRASBEIRINEF7S

0 —Eaf72 31 B1EER,

A39 XBHAER?

B N2 H CPU SR, B MEMFEARERRT LU=, ATLARATZ JEFR it

T E FAHEIRTTE,
ARSI TIXEAHEN, MIZEFINE A1 R .

Walk Ox80262fff = Ox80262fff
Setting Ox8000000000080259
Scratch reg = 0x800470d0
Boxed value = 100

String = ©

Allocations of a box, vector, and string

: Length 16 Taken = true
: Length 16 Taken true
: Length = 2097120 Taken false

Everything should now be free:
Ox80059000: Length = 2097152 Taken = false
Store page fault CPU#0 -> Ox80000d8e: Ox00000000

A1l FEIERHER

REERD], EREE - PIUEHER. XEAEENZ, FNERELLE Rust X

AN T AR ANE XTLPHR T T s SR A 2 A

‘unsafe {
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// Set the next machine timer to fire.
let mtimecmp = 0x0200_4000 as *mut u64;
let mtime = 0x0200_bff8 as *const u64;
// The frequency given by QEMU is 10_000_000 Hz, so this

S sets
// the next interrupt to fire one second from now.
mtimecmp.write_volatile (mtime.read_volatile() + 10_000_000)
<

// Let's cause a page fault and see what happens. This
< should trap

// to m_trap under trap.rs

let v = 0x0 as *mut u64;

v.write_volatile (0);

55— B4 BB T CLINT 258, SRR — N Fb WL I S0\ AR, T

X NULL 55 @5 H, X SEENFE R, WWHRZE v.read_volatile

[N

O, BRG] DA T H R,

SE R

(1]

(1]

Andrew Waterman, Krste Asanovi’c, and John Hauser, editors. The RISC-V Instruction Set
Manual, Volume II: Privileged Architecture, Document Version 20211203. RISC-V Interna-
tional, December 2021.

REEESSIVAER el

Stephen Marz. The adventures of os: Making a risc-v operating system using rust, 2019.
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